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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between:  

[  ], 

located at [  ] (the “LEA”) 

and 

[  ], 

located at [  ] (the “Provider”). 

PREAMBLE 

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit “A”, to LEA, which 
Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil 
records; and/or (b) digital educational software that authorizes Provider to access, store, and use pupil records; 
and 

WHEREAS, the Provider and LEA have entered into a Service Agreement (as defined herein), to provide certain 
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the “Agreement”), 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the 
Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. 1232g (34 C.F.R. Part 99); the Protection of 
Pupil Rights Amendment (“PPRA”) at 20 U.S.C. 1232h; and the Children’s Online Privacy Protection Act 
(“COPPA”) at 15 U.S.C. 6501-6506 (16 C.F.R. Part 312), 

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

General Offer of Privacy Terms. 
The Provider has signed Exhibit “E” to the SDPC Standard Clauses, otherwise known as “General Offer of 
Privacy Terms” enabling other LEAs to enter into the same terms of this DPA with Provider. 

Special Provisions. (Check if Required) 
[  ]   If checked, the Supplemental State Terms attached hereto as Exhibit “G” are hereby incorporated by 

reference into this DPA in their entirety.  
If the Parties desire to change any terms, use the ‘Vendor-Specific’ Agreement or ‘District-Modified’ Agreement. 
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STANDARD CLAUSES 

ARTICLE I:  PURPOSE AND SCOPE 

1.1 Purpose of DPA. 

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data including 
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended 
from time to time. In performing the Services, the Provider shall be considered a School Official with a legitimate 
educational interest, and performing Services otherwise provided by the LEA. With respect to its use and 
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth 
in this DPA and the Service Agreement. 

1.2 Description of Products and Services. 

A description of all products and services covered by the Agreement, and information specific to this DPA, are 
listed in Exhibit "A".  If a Provider needs to update any information on Exhibit “A” (such as updating with new 
provided services), they may do so by completing the Addendum template provided by the A4L Community and 
sending a copy to the LEA. 

Provider may add or delete products or services subject to this DPA under the following circumstances: 
1. Deleted products or services: The products or services have been discontinued and are no longer

available from the Provider.
2. Added products or services: The added products or services are either:

a. a direct replacement, or substantially equivalent to the original products or services listed in
the DPA, or

b. the added products or services result in enriched new or enhanced capabilities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed.

If an added product or service requires additional Data Elements, Provider must complete the relevant portion 
of the Addendum template to update Exhibit “B”. 

Provider may not make any change to Exhibit “A” via an Addendum, except adding or deleting products or 
services.  LEA is under no obligation to acquire added products or services, and has no ability under the DPA to 
prevent deletion of products or services.  Subject to the limitations in this section, an Addendum is automatically 
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this 
DPA, of the Addendum’s existence and contents. 

 1.3 Student Data to Be Provided. 

In order to perform the services, the Provider shall process Student Data as identified by the Provider in the 
Schedule of Data, attached hereto as Exhibit “B”. Student Data may be provided by the LEA or created by 
students, as set forth fully in the definition of Student Data in Exhibit “C”. If a Provider needs to update any 
information on Exhibit “B”, they may do so by completing the Addendum template provided by the A4L 
Community and sending a copy to the LEA. 

Provider may delete data elements from Exhibit “B” if they are no longer used by the Provider. 
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Provider must add data elements to Exhibit “B”, when a material change has occurred, regardless of whether 
the added data elements are either one of the following: 

1. used to better deliver the original products or services listed in the DPA, or
2. used to deliver added products or services that result in new or enhanced capabilities, new

modules, technology advancements and or service categories relating to the listed products or
services that Provider did not have at the time the DPA was signed. Such new products or services
must be designated in the Addendum template as changes to Exhibit “A”.

The Provider must notify the LEA, in accordance with the notification provisions of this DPA, of the existence 
and contents of an Addendum modifying Exhibit “B”.  The LEA will have thirty (30) days from receipt to object to 
the Addendum. If no written objection is received it will become incorporated into the DPA between the parties. 

1.4 DPA Definitions. 

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit “C”. With respect to the treatment 
of Student Data, in the event of a conflict, definitions used in this DPA shall prevail over terms used in any other 
writing, including, but not limited to, the Service Agreement. 

ARTICLE II:  DATA OWNERSHIP AND AUTHORIZED ACCESS 

2.1 Student Data Property of LEA. 

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as set forth 
fully in the definition of Student Data in Exhibit “C”), pursuant to the Agreement is and will continue to be the 
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of 
such Student Data processed by the Provider, including any modifications or additions or any portion thereof 
from any source, are also subject to the provisions of this DPA in the same manner as the original Student Data. 
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data 
contemplated per the Service Agreement, shall remain the exclusive property of the LEA. 

2.2 Parent, Legal Guardian and Student Access. 

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined 
in FERPA) may review Student Data and request deletion or modification, and request delivery of a copy of the 
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may 
access, and correct if necessary, Education Records and/or Student Data, and make a copy of the data available 
to the LEA or (at the LEA’s direction) to the parent, legal guardian or eligible student directly. If the LEA is not 
able to review or update the Student Data itself, Provider shall respond in a reasonably timely manner (and no 
later than thirty (30) days from the date of the request or pursuant to the time frame required under state law for 
an LEA to respond to a parent, legal guardian or student, whichever is sooner) to the LEA’s request for Student 
Data held by the Provider to view or correct as necessary. 

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to correct, delete, 
review or request delivery of a copy of  any of the Student Data collected by or generated through the Services, 
the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding 
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the requested information.  In the event that any person other than those listed contacts the Provider about any 
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4. 

2.2.1 This NDPA does not impede the ability of students to download, export, or otherwise save or 
maintain their own Student Generated Content directly from Provider or for Provider to  
provide a mechanism for such download, export, transfer or saving to students, or the  
student’s parent or legal guardian.  Nor does it impede the ability of Providers to offer LEAs  
features to allow such ability. 

2.2.2 In the event that Student Generated Content is transferred to the control of the student,  
parent or legal guardian, the copy of such Student Generated Content that is in the control of 
such person is no longer considered Student Data. 

2.3 Subprocessors. 

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing functions for the Provider 
in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subprocessors 
agree to protect Student Data in a manner no less stringent than the terms of this DPA.  Every Subprocessor 
Agreement must provide that the Subprocessor will not Sell the Student Data.  The terms of a Subprocessor 
Agreement shall not be materially modified by the Subprocessor unless notice is provided to the Provider. 

ARTICLE III:  DUTIES OF LEA 

3.1 Provide Data in Compliance with Applicable Laws. 

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy 
laws, rules, and regulations, all as may be amended from time to time. 

3.2 Annual Notification of Rights. 

If the LEA has a policy of disclosing Education Records and/or Student Data under FERPA (34 CFR § 
99.31(a)(1)), LEA shall include a specification of criteria for determining who constitutes a School Official and 
what constitutes a legitimate educational interest in its annual notification of rights. 

3.3 Reasonable Precautions. 

LEA shall employ administrative, physical, and technical safeguards designed to protect usernames, passwords, 
and any other means of gaining access to the Services and/or hosted Student Data from unauthorized access, 
disclosure, or acquisition by an unauthorized person. 

3.4 Unauthorized Access Notification and Assistance. 

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA’s 
account or any Student Data that poses a privacy or security risk. If requested by Provider, LEA will provide 
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach. 
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ARTICLE IV:  DUTIES OF PROVIDER 

4.1 Privacy and Security Compliance. 

The Provider shall comply with all laws and regulations applicable to Provider’s protection of Student Data privacy 
and security, and at the direction of the LEA shall cooperate with any state or federal government initiated audit 
of the LEA’s use of the Services. 

4.2 Authorized Use. 

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose other than 
performing the Services outlined in Exhibit “A”, or as instructed by the LEA.  

4.3 Provider Employee Obligation. 

Provider shall require all of Provider’s employees who have access to Student Data to comply with all applicable 
provisions of this DPA with respect to the Student Data shared under the Service Agreement. Provider agrees 
to require and maintain an appropriate confidentiality agreement from each employee with access to Student 
Data pursuant to the Service Agreement. 

4.4 No Disclosure. 

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof, 
including without limitation, user content or other non-public information and/or personally identifiable information 
contained in the Student Data. 

4.4.1   Exceptions to No Disclosure. 

4.4.1.1 This prohibition against disclosure will not apply to Student Data where disclosure is 
directed or permitted by the LEA or this DPA. 

4.4.1.2 The provision to not sell Student Data shall not apply to a Change of Control. 

4.4.1.3 This prohibition against disclosure shall not apply to Student Data disclosed 
pursuant to a judicial order or lawfully issued subpoena or warrant. 

4.4.1.4 This prohibition against disclosure shall not apply to Student Data disclosed to 
Subprocessors performing Services on behalf of the Provider pursuant to this DPA.  

4.4.1.5 Should law enforcement or other government entities (“Requesting Party(ies)”) provide 
a judicial order or lawfully issued subpoena or warrant to the Provider with a request 
for Student Data held by the Provider pursuant to the Services, the Provider shall notify 
the LEA in advance of a compelled disclosure to the Requesting Party.  

4.4.1.6 Notification under 4.4.1.5 is not required if the judicial order or lawfully issued
subpoena or warrant states not to inform the LEA of the request. 

4.4.1.7 Should the LEA be presented with a judicial order or lawfully issued subpoena or 
warrant to disclose Student Generated Content or other Student Data, the 
Provider shall cooperate with the LEA in delivering such data. 



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0 

© Access 4 Learning (A4L) Community.  All Rights Reserved. Page | 8 

4.4.1.8 This prohibition against disclosure shall not apply to LEA-authorized users of the 
Services, which may include parents and legal guardians. 

4.4.1.9 This prohibition against disclosure shall not apply to protect the safety of users or 
others, if and only if, an LEA  employee who has specifically been authorized to 
declare a health or safety emergency has done so and all requirements under 34 
CFR §§ 99.31(a)(10) and 99.36 have been fulfilled by the LEA.  

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrity or security 
of the Service, where such disclosure is made to a Subprocessor engaged by 
Provider for the specific purpose of investigating a potential Data Breach as set 
forth in 5.4. 

4.5 De-Identified Data 

Provider agrees not to attempt to re-identify De-Identified Student Data without the written direction of the LEA. 
De-Identified Student Data may be used by the Provider for those purposes allowed under applicable laws, for 
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1) 
assisting the LEA or other governmental agencies in conducting research and other studies; (2) research, 
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate 
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning. 
Provider's use of De-Identified Student Data shall survive termination of this DPA or any request by LEA to return 
or dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data 
to any third party unless the transfer is expressly directed or permitted by the LEA or this DPA.  Such 
Subprocessors must be subject to equivalent terms of the DPA including this one.  Prior to publishing any 
document that names the LEA, the Provider shall obtain the LEA’s written approval of the manner in which De-
Identified Student Data is presented.  If Provider chooses to create De-Identified Data, its process must comply 
with either NIST de-identification standards or US Department of Education guidance on de-identification. 

4.6 Disposition of Data. 

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer 
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and 
according to a schedule and procedure as the Parties may reasonably agree. 

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as 
long as this DPA is active.  The Provider’s practice relating to retention and disposition of Student Data shall be 
provided to the LEA upon request. 

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or delete 
Student Data obtained by the Provider under the Agreement within sixty (60) days of termination (unless 
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted 
when directed or permitted by the LEA, according to Provider’s standard destruction schedule, or as otherwise 
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student 
Data, by transmitting to Provider Exhibit “D”, attached hereto. The duty of the Provider to dispose of or delete 
Student Data shall not extend to De-Identified Data or to Student-Generated Content that has been transferred 
or kept pursuant to Section 2.2.2. 
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4.7 Advertising Limits. 

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted 
Advertising; (b) develop a profile of a student, family member/guardian or group, for any purpose other than 
providing the Service to LEA; or (c) for any commercial purpose other than to provide the Service to the LEA, or 
as authorized by the LEA or the parent/guardian. Targeted Advertising is strictly prohibited. However, this section 
does not prohibit Provider from using Student Data (i) for adaptive learning or customized student learning 
(including generating personalized learning recommendations); or (ii) to make product recommendations to 
account holders that are not considered Targeted Advertising (this exception does not apply where the Provider 
is relying on the LEA to provide consent on behalf of the parent under COPPA); or (iii) to notify account holders 
about new education product updates, features, or Services that are not considered Targeted Advertising or from 
otherwise using Student Data as permitted in this DPA and its accompanying exhibits. 

Before making product recommendations under section (ii) above, Provider must disclose the existence of those 
recommendations to LEA in writing, in sufficient detail that LEA can fulfill any obligations under applicable law 
(e.g. PPRA). 

ARTICLE V:  DATA SECURITY AND BREACH PROVISIONS 

5.1 Data Storage. 

If Student Data is stored outside the United States, Provider will provide a list of Countries where data is stored, 
in Exhibit “B”. 

5.2 Security Audits. 

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach. Upon 
10 days’ notice and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit 
report, subject to reasonable and appropriate redaction. 

5.3 Data Security. 

The Provider agrees to utilize administrative, physical, and technical safeguards designed to protect Student 
Data from unauthorized access, disclosure, acquisition, destruction, use, or modification. The Provider shall 
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate 
Cybersecurity Framework that incorporates one or more of the nationally or internationally recognized standards 
set forth in Exhibit “F”. Additionally, Provider may choose to further detail its security programs and measures in 
Exhibit “F”. Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA 
may contact if there are any data security concerns or questions. 

5.4 Data Breach. 

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy-
two (72) hours of confirmation of the Data Breach, unless notification within these time limits would disrupt 
investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a 
reasonable time after the Data Breach. Provider shall follow the following process: 
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(1) The Data Breach notification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:

(a) The name and contact information of the Provider subject to this section,
(b) the date of the notice,
(c) the date of the Data Breach, the estimated date of the Data Breach, or the date

range within which the Data Breach occurred,
(d) Whether the notification was delayed as a result of a law enforcement investigation,

if legally permissible to share that information,
(e) A general description of the Data Breach, if that information is possible to determine

at the time the notice is provided,
(f) A description of the Student Data reasonably believed to have been the subject of

the Data Breach; and
(g) Identification of impacted individuals.

(2) Provider agrees to adhere to all applicable federal and state laws with respect to a Data Breach
related to the Student Data, including any required responsibilities and procedures for
notification and mitigation of any such Data Breach.

(3) Provider further acknowledges and agrees to have a written Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable written request,
with a summary of said written Data Breach response plan.

(4) LEA shall provide notice and facts surrounding the Data Breach to the affected students,
parents, or guardians.

(5) In the event of a Data Breach originating from LEA’s use of the Service or otherwise a result of
LEA’s actions or inactions, Provider shall reasonably cooperate with LEA to the extent
necessary to expeditiously secure Student Data and may request costs incurred as a result of
such Data Breach.
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CONTRACT TERMS 

Term and Termination. In the event that either Party seeks to terminate this DPA, they may do so by written 
notice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and 
any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in 
effect for as long as the Provider retains the Student Data, as set forth in section Article IV, Section 4.6. In the 
case of a “Change of Control” the LEA has the authority to terminate the DPA if it reasonably believes that the 
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate 
the LEA’s policies or state or federal law. 

Data Disposition on Service Agreement Termination.  If the Service Agreement is terminated, the Provider 
shall dispose of all of LEA’s Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses. 

Notices.  All notices or other communication required or permitted to be given hereunder must be made in writing 
and may be given via e-mail transmission, or first-class mail, or mutually agreed upon method sent to the 
designated representatives documented in the Preamble. 

Priority of Agreements.  This DPA shall govern the treatment of Student Data in order to comply with the 
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this DPA. 
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA 
and the Service Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agreement, 
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit “H”, 
the SDPC Standard Clauses, and/or the Supplemental State Terms in Exhibit “G”, Exhibit “H” will control, 
followed by Exhibit “G”. Except as described in this paragraph herein, all other provisions of the Service 
Agreement shall remain in effect. 

Entire Agreement.  This DPA and the Service Agreement (“the Agreement”) constitute the entire agreement of 
the Parties relating to the subject matter hereof and supersedes all prior communications, representations, or 
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of 
any provision of this DPA may be waived (either generally or in any particular instance and either retroactively 
or prospectively) only with the signed written consent of both Parties. 

Severability.  Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to such 
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining 
provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not invalidate or 
render unenforceable such provision in any other jurisdiction. Notwithstanding the foregoing, if such provision 
could be more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same 
time, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without 
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any 
other jurisdiction. 

Governing Law; Venue and Jurisdiction.  This DPA will be governed by and construed in accordance with the 
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits to the 
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising 
out of or relating to this DPA or the transactions contemplated hereby. 

Successors Bound.  This DPA is and shall be binding upon the respective successors in interest to Provider in 
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide written notice 
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include 
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a written, signed assurance that the successor will assume the obligations of the DPA and any obligations with 
respect to Student Data within the Service Agreement. 

Authority.  Each signatory confirms they are authorized to bind their institution to this DPA in its entirety. 

Waiver.  No delay or omission by either party to exercise any right here under shall be construed as a waiver of 
any such right and both parties reserve the right to exercise any such right from time to time, as often as may be 
deemed expedient. 
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EXHIBIT A: PRODUCTS AND SERVICES 

This DPA covers access to and use of [     ]'s existing Services that collect, 
process, or transmit Student Data, as identified below: 



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0 

© Access 4 Learning (A4L) Community.  All Rights Reserved. Page | 14 

EXHIBIT B: SCHEDULE OF STUDENT DATA 

All Data Elements identified in this Exhibit are correct at time of signature. 

Data Elements Collected by Product (required and optional): 

Category of Data / 

Data Elements 

Application Technology MetaData

IP Addresses of users, use 
of cookies, etc. 

Other application 
technology metadata 

If ‘Other’ checked, please 

specify below checked 

box:

Application Use Statistics

Meta data on user 
interaction with application 

Assessment 

Standardized test scores 

Observation data 

Voice recordings 

Other assessment data 

If ‘Other’ checked, please 

specify below checked 

box:

Attendance

Student school (daily) 
attendance data 
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Category of Data / 

Data Elements 

Student class attendance 
data 

Communication 

Online communication 
captured (emails, blog entries)

Conduct 

Conduct or behavioral 
data 

Demographics 

Data of birth 

Place of birth 

Gender 

Ethnicity or race 

Language information 
(native, or primary language 
spoken by student) 

Other demographic 
information 

If ‘Other’ checked, please 

specify below checked 

box: 

Enrollment 

Student school enrollment 

Student grade level 

Homeroom 

Guidance counselor 

Specific curriculum 
programs 

Year of graduation 
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Category of Data / 

Data Elements 

Other enrollment 
information 

If ‘Other’ checked, please 

specify below checked 

box: 

Parent/Guardian Contact Information 

Address 

Email 

Phone 

Parent/Guardian ID 

Parent ID number (created
to link parents to students) 

Parent/Guardian Name 

First and/or last 

Schedule 

Student scheduled courses 

Teacher names 

Special Indicator 

English language learner 
information 

Low-income status 

Medical alerts/health data 

Student disability 
information 

Specialized education 
Services (IEP or 504)

Living situations 
(homeless/foster care) 

Other indicator information 
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Category of Data / 

Data Elements 

If ‘Other’ checked, please 

specify below checked 

box: 

Student Contact Information

Address 

Email 

Phone 

Student Identifiers

Local (school district) ID 
number 

State ID number 

Provider/app assigned 
student ID number 

Student app username 

Student app passwords 

Student Name

First and/or last 

Student In App Performance

Program/application 
performance (e.g. typing
program – student types 60 wpm, 
reading program – student reads 
below grade level) 

Student Program Membership

Academic or 
extracurricular activities a 
student may belong to or 
participate in 
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Student Survey Responses

Student responses to 
surveys or questionnaires 

Student Work

Student generated 
content; writing, pictures, 
etc. 

Other student work data 

If ‘Other’ checked, please 

specify below checked 

box: 

Transcript

Student course grades 

Student course data 

Student course 
grades/performance 
scores 

Other transcript data 

If ‘Other’ checked, please 

specify below checked 

box: 

Transportation

Student bus assignment 

Student pick up and/or 
drop off location 

Student bus card ID 
number 

Other transportation data 
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If ‘Other’ checked, please 

specify below checked 

box: 

Other

Other data collected 

If ‘Other’ checked, please 

list each additional data 

element used, stored, or 

collected by your 

application below checked 

box: 

None

No student data collected 
at this time. Provider will 
immediately notify LEA if 
this designation is no 
longer applicable. 

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored: 

No data is stored outside the US.
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EXHIBIT C: DEFINITIONS 

Change of Control:  Any merger, acquisition, consolidation or other business reorganization or sale of all or 
substantially all of the assets of Provider or of the portion of Provider that performs the Services in the Service 
Agreement. 

Contextual Advertising:  Contextual advertising is the delivery of advertisements based upon a current visit to 
a Web page or a single search query, without the collection and retention of data about the consumer’s online 
activities over time. 

De-Identified Data:  Records and information are considered to be De-Identified when all personally identifiable 
information has been removed or obscured, such that the remaining information does not reasonably identify a 
specific student, including, but not limited to, any information that, alone or in combination is linkable to a specific 
student. 

Data Breach:  An unauthorized release, access to, disclosure or acquisition of Student Data that compromises 
the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable 
state or federal law. 

Educational Records:  Educational Records shall have the meaning set forth under FERPA 20 U.S. C. 12 32 
g(a)(5)(A). For additional context see also the ‘Student Data’ definition. 

LEA:  For the purpose of this DPA, the LEA is the educational entity that is a Party to this Agreement.  An LEA 
can be a state agency, an educational service agency, a charter school or school system or a private school or 
school system, in addition to the federal definition of Local Education Agency (LEA). 

Metadata:  Means information that provides meaning and context to other data being collected including, but 
not limited to date and time records and purpose of creation. Metadata that have been stripped of all direct and 
indirect identifiers are not considered Personally Identifiable Information or Student Data. 

Originating LEA:  An educational entity otherwise meeting the definition of LEA that originally executes the DPA 
in its entirety (including the marked checkbox enabling Exhibit “E”) with the Provider. 

School Official:  For the purposes of this DPA and pursuant to FERPA 34 CFR § 99.31(b), a School Official is 
a contractor that: (1) Performs an institutional service or function for which the agency or institution would 
otherwise use employees; (2) Is under the direct control of the agency or institution with respect to the use and 
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a) 
governing the use and re-disclosure of Personally Identifiable Information from Educational Records. 

Service Agreement:  Refers to the quote, corresponding contract, purchase order or terms of service and/or 
terms of use. 

Student Data:  Student Data includes any data, whether gathered, created or inferred by Provider or provided 
by LEA or its users, students, or students’ parents/guardians, for a school purpose, that is descriptive of the 
student including, but not limited to, information in the student’s Educational Record, persistent unique identifiers, 
or any other information or identification number that would provide information about a specific student. Student 
Data includes Metadata that has not been stripped of all direct and indirect identifiers.  Student Data further 
includes “Personally Identifiable Information (PII),” as defined in 34 C.F.R. § 99.3 and as defined under any 
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the 
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit “B” is confirmed 
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to be collected or processed by the Provider pursuant to the Services. Student Data shall not include properly 
De- Identified Data or anonymous usage data regarding a student’s or LEA’s use of Provider’s Services. 

Student Generated Content:  The term “Student Generated Content” means materials or content created by a 
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music 
or other audio files, photographs, videos, and account information that enables ongoing ownership of student 
content. “Student Generated Content” does not include student responses to a standardized assessment where 
student possession and control would jeopardize the validity and reliability of that assessment. 

Subprocessor:  For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the 
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics, 
storage, or other service to operate and/or improve its service, and who has access to or storage of Student 
Data, including security, storage, analytics, and other processing activities necessary to perform a Provider 
business purpose. 

Subprocessor Agreement:  An agreement between Provider and a third party Subprocessor. A Subprocessor 
Agreement includes either a written agreement or an acceptance of terms and conditions (e.g., click through 
agreements). 

Subscribing LEA:   An educational entity otherwise meeting the definition of LEA that was not party to the 
original Service Agreement and who accepts the Provider’s General Offer of Privacy Terms by executing Exhibit 
“E”. 

Targeted Advertising:  Targeted Advertising means presenting an advertisement to a student where the 
selection of the advertisement is based on Student Data or inferred over time from the usage of the Provider 
Internet web site, online service or mobile application by such student or the retention of such student's online 
activities or requests over time for the purpose of targeting subsequent advertisements. "Targeted Advertising" 
does not include Contextual Advertising. 
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EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA 

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not 
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider.  

The Provider and the LEA must not fill in this form at the initiation of the DPA. 

The Provider shall act on Exhibit “D” from the designated representative of the LEA or their designee (Preamble 
or Exhibit “E” for Subscribing LEA). 

 (“LEA”) instructs Provider to dispose of Student Data obtained by Provider pursuant 
to the terms of the DPA between LEA and Provider. The terms of the Disposition are set forth below: 

1. Extent of Disposition

[  ] 

[  ] 

Disposition is partial. The scope of Student Data to be disposed of is set forth below or found in an 
attachment to this Directive:  

Disposition is complete. Disposition extends to all Student Data. 

2. Nature of Disposition

[  ] Disposition shall be by destruction or deletion of Student Data. 

[  ] Disposition shall be by a transfer of Student Data. The Student Data shall be transferred to the following 
site as follows: 

3. Timing of Disposition

Student Data shall be disposed of by the following date:
[  ] As soon as commercially practicable 

[  ] On Provider’s standard destruction schedule 

[  ] By 

4. De-Identified Data

[  ] The Provider certifies that they have De-Identified the data, as defined elsewhere in this Agreement, and 
disposed of all copies of Student Data that were not De-Identified in accordance with this Schedule and 
the DPA.  The Provider will notify LEA in accordance with the notification requirements of the DPA using 
this form.  
As of

5. Other:

Signature(s) Notice of Verified Disposition of Data 

Authorized Representative of 
LEA 

Date Authorized Representative of 
Provider 

Date 
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Exhibit “E” (continued) 

Originating LEA: _______________________________________________ 

Resource Names: ______________________________________________ 

Provider Name: ________________________________________________ 

Page 2 of 2:  

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts 
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same 
terms of this DPA for the term of the DPA between the Originating LEA and the Provider. **PRIOR TO ITS 

EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.** 
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to 
the Originating DPA beyond this Exhibit “E”.  The below signatory confirms they are authorized to bind their 
institution to this DPA as in its entirety. 

  Date: 

  Title/Position: 

  Title: 

Subscribing LEA: 

Signed By:  

Printed Name: 

School District Name:  

Designated Representative of LEA: 

Name:  

Address: 

Telephone:   Email: 

Notices to Subscribing LEA:  The Provider and Subscribing LEA are each responsible to promptly notify the 
other Party of changes to the notice information. 

Security Notices to Subscribing LEA 

[  ] 
[  ] 
[  ] 
[  ] 

[  ] 
[  ] 
[  ] 
[  ] 

With a copy to (if provided): 
 ] 
 ] 
 ] 



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0 

© Access 4 Learning (A4L) Community.  All Rights Reserved. Page | 25 

EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS 

Provider must mark one or more frameworks with which it complies. 

The Provider may change which framework it complies with without invalidating or changing the DPA, but must 
notify the LEA of such change in accordance with the notification requirements of the DPA. 

FRAMEWORK(S) 

Global Education Security Standard - https://sdpc.a4l.org/gess/ 

NIST Cybersecurity Framework (CSF) 

NIST SP 800-53 Security and Privacy Controls for Information systems and organizations 

NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal Systems and 
Organizations 

ISO 27000 series, Standards for implementing organization security and management practices 

CIS Center for Internet Security Critical Security Controls 

Cybersecurity Maturity Model Certification (CMMC, ~FAR/DFAR) 

This space is provided for optional security programs and measures as noted in section 5.3: 

Addendum 5.3 – Hernando DSA
In accordance with Section 5.3 and based on discussion with the DSA provider David Sallay (4 Access 4 
Learning Community) on 09.30.25 please see enclosed:

• Hubspot Security Overview
• Hubspot 2025 SOC 3 Type 2 Security Report
• Hubspot Compliance FAQs
• FTP Server Security Diagram
• Cyber Security Coverage

https://sdpc.a4l.org/gess/
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EXHIBIT G:  Supplemental SDPC State Terms for Florida

1. An operator may not knowingly do any of the following:

2. An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Internet website, online

service, online application, or mobile application.

b. Implement and maintain reasonable security procedures and practices appropriate to the nature of the
covered information which are designed to protect it from unauthorized access destruction, use,
modification, or disclosure.

c. Unless a parent or guardian expressly consents to the operator retaining a student’s covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
90 days after a student is no longer enrolled in a school within the district, upon notice by the school district.

Providers/Operators are to comply with section 1002.22, Florida Statutes.

Providers/Operators are to comply with the Florida Student Online Personal Information Protection Act, FloridaProviders/Operators are to comply with the Florida Student Online Personal Information Protection Act, Florida  
Statute 1006.1494. This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and differentStatute 1006.1494. This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and different  
terms than those outlined in the National Student Data Privacy Agreement contained herein. Providers/Operatorsterms than those outlined in the National Student Data Privacy Agreement contained herein. Providers/Operators  
are subject to all ofthe Act’s privacy terms, including, but not limited to the following:are subject to all ofthe Act’s privacy terms, including, but not limited to the following:

1. An operator may not knowingly do any of the following:

2. An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Internet website, online

service, online application, or mobile application.

b. Implement and maintain reasonable security procedures and practices appropriate to the nature of the
covered information which are designed to protect it from unauthorized access destruction, use,
modification, or disclosure.

c. Unless a parent or guardian expressly consents to the operator retaining a student’s covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
90 days after a student is no longer enrolled in a school within the district, upon notice by the school district.

a. Engage in targeted advertising on the operator’s site, service, or application, or targeted advertising on any
other site, service, or application if the targeting of the advertising is based on any information, including
covered information and persistent unique identifiers, which the operator has acquired because of the use of
that operator’s site, service or application for K-12 school purposes.

b. Use covered information, including persistent unique identifiers, created, or gathered by the operator’s site
service, or application to amass a profile of a student, except in furtherance of k-12 school purposes.

c. Share, sell, or rent a student’s information, including covered information
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Introduction 

Our Company and Products 

HubSpot provides a customer platform that helps businesses connect and grow better. We 

deliver seamless connection for customer-facing teams with a unified platform that includes 

three layers: AI-powered engagement hubs, a Smart CRM, and a connected ecosystem that 

extends the customer platform with app marketplace integrations, a community network, 

and educational content.  

Our engagement hubs include Marketing Hub, Sales Hub, Service Hub, Operations Hub, 

Content Hub and Commerce Hub, as well as other tools and integrations that enable 

companies to attract, engage, and delight customers throughout the customer experience. 

Our customer platform features a central database of lead and customer interactions and 

integrated applications designed to help businesses attract visitors to their websites, 

convert visitors into leads, close leads into customers, transact with those customers, and 

delight them so they become promoters of those businesses.  

The HubSpot products are offered as Software-as-a-Service (SaaS) solutions. These 

solutions are available to customers through purpose-built web applications, mobile 

applications, Application Programming Interfaces (APIs), and email productivity tools. 

HubSpot Security and Risk Focus 

HubSpot’s primary security focus is to safeguard our customers’ data. To this end, HubSpot 

has invested in the appropriate controls to protect and service our customers. This 

investment includes the implementation of dedicated Corporate, Product, Infrastructure, 

and Physical Security programs. These Security teams are responsible for HubSpot’s 

comprehensive security program, partnering with our Compliance, Legal, and Privacy teams 

to own the governance process. Our Chief Information Security Officer, Alyssa Robinson, 

oversees the implementation of security safeguards across the HubSpot enterprise. 
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Document Scope and Use 

HubSpot values transparency in the ways we provide solutions to our customers. This 

document is designed with that transparency in mind. We are continuously improving the 

protections that have been implemented and, along those lines, the information and data 

in this document (including any related communications) are not intended to create a 

binding or contractual obligation between HubSpot and any parties, or to amend, alter or 

revise any existing agreements between the parties. 

Our Security, Compliance, and Privacy Objectives 

We have developed our security framework using best practices for the SaaS industry. Our 

key objectives include:  

●​ Security-Minded Growth – deliver innovative products and services on a foundation of 

security, privacy and compliance standards.  

●​ Availability and Continuity of Service – ensure availability of the service and minimize 

risks to service continuity. 

●​ Data Integrity – make sure that the customer data entrusted to HubSpot is never 

corrupted or altered inappropriately.  

●​ Compliance with Standards – aim to comply with or exceed industry standard best 

practices. Our controls governing the availability, confidentiality, and security of 

customer data meet or exceed the applicable SOC 2 (Service Organization Control 

Type 2) Trust Service Principles (TSPs) established by the American Institute of 

Certified Public Accountants (AICPA).  

●​ Privacy - apply consistent, effective programs to ensure that customer data stays 

private. We take the protection of customer data seriously, and our Customer Data 

Processing Agreement describes the commitments we make to comply with 

applicable global data privacy laws.​
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HubSpot Security Controls 
In order to protect the data that is entrusted to us, HubSpot utilizes a defense-in-depth 

approach to implement layers of administrative, technical, and physical security controls 

throughout our organization. The following sections describe some of our most frequently 

asked-about controls. 

Infrastructure Security 

Cloud Hosting Provider 

HubSpot does not host any product systems or data within its corporate offices.  

HubSpot outsources hosting of its product infrastructure to a leading cloud infrastructure 

provider, Amazon Web Services (AWS). HubSpot’s US product infrastructure resides in AWS 

data centers located in the United States. The primary region in the US (East) is located in 

Virginia and the secondary region is located in Ohio. Customers also have the option to 

have their HubSpot data hosted in the European Union, with the primary region located in 

Germany and the secondary located in Ireland. 

In Q1 of 2025, HubSpot is expanding its data hosting locations to include Australia, 

Canada, and an additional hosting location in the United States (West) in Oregon. While 

these new data center locations leverage the same core infrastructure and security 

architecture as our existing data center offerings, they will not be reflected in HubSpot’s 

SOC 2 report until our updated report is released that will cover the period of May 1, 2024 

through April 30, 2025. 

We place reliance on AWS's audited security and compliance programs for the efficacy of 

their physical, environmental, and infrastructure security controls. AWS guarantees between 

99.95% and 100% service availability, ensuring redundancy to all power, network, and 

HVAC services. The business continuity and disaster recovery plans for the AWS services we 

use have been independently validated as part of their SOC 2 Type 2 report and ISO 27001 

certification.  
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AWS’s compliance documentation and audit reports are publicly available at the AWS 

Cloud Compliance Page and the AWS Artifacts Portal. HubSpot is unable to deliver these 

documents on your behalf; you may obtain them directly from the AWS Artifacts portal. 

Additional information regarding HubSpot’s cloud infrastructure can be found on our Cloud 

Infrastructure Frequently Asked Questions page and in our Customer Terms of Service.  

Network and Perimeter 

The HubSpot product infrastructure enforces multiple layers of filtering and inspection on 

all connections across our Web Application Firewall (WAF), logical firewalls, and security 

groups.   

Network-level access control lists are implemented to prevent unauthorized access to our 

internal product infrastructure and resources. By default, firewalls are configured to deny 

network connections that are not explicitly authorized, and traffic monitoring is in place to 

alert on anomalous activity. 

Changes to our network and perimeter systems are actively monitored and controlled by 

standard change control processes. Firewall rulesets are reviewed on an annual basis to 

help ensure that only necessary connections are configured. 

Configuration Management 

Automation drives HubSpot’s ability to scale with our customers’ needs, and 

rigorous configuration management is baked into our day-to-day infrastructure processing. 

The product infrastructure is a highly automated environment that expands capacity as 

needed.  

All server configurations are embedded in images and configuration files, which are used 

when new server instances are built. Each instance type includes its own hardened 

configuration, and changes to the configuration and standard images are managed through 

a formal change management process. Server instances are tightly controlled from 

provisioning through deprovisioning, ensuring that deviations from configuration baselines 

are detected and reverted at a predefined cadence. In the event that a production server 

deviates or drifts from the baseline configuration, it will be overwritten with the baseline 

within 30 minutes. 
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HubSpot’s IT and Security teams adhere to structured patch management schedules using 

automated configuration management tools and by replacing server instances that are no 

longer compliant with the expected baseline.   

Logging 

HubSpot logs actions and events that occur within the application for performance and risk 

management purposes. These logs are indexed and stored in a central logging solution 

hosted in HubSpot's AWS environment. Security-relevant logs are also retained, indexed, 

and stored to facilitate investigation and response activities. The retention period of logs 

depends on the nature of the data logged. 

Write access to the storage service in which logs are stored is tightly controlled and limited 

to a small subset of engineers who require access. 

Alerting and Monitoring 

HubSpot invests heavily in automated build procedures, monitoring, alerting, and response 

capabilities to continuously address potential issues. The HubSpot product infrastructure is 

instrumented to alert engineers and administrators via automated triggers when anomalies 

occur. For example, error rates, file quarantines, process terminations, abuse scenarios, 

application attacks, and other anomalies trigger automatic responses or alerts to the 

appropriate teams for response, investigation, and correction. 

Application Security 

Web Application Defenses 

HubSpot has implemented a Web Application Firewall (WAF) to protect all customer 

content hosted on the platform as well as HubSpot APIs. These tools actively monitor 

real-time traffic at the application layer and can alert on or deny malicious behavior based 

on behavior type and session rate. 

The rules used to detect and block malicious traffic are aligned to the best practice 

guidelines documented by the Open Web Application Security Project (OWASP), 

specifically the OWASP Top 10 and similar recommendations. Protections from Distributed 
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Denial of Service (DDoS) attacks are also incorporated, helping to ensure customers’ web 

sites and other parts of the HubSpot products are continuously available. 

Development and Release Management 

One of HubSpot’s greatest advantages is a rapidly advancing feature set, and we optimize 

our products through a modern continuous delivery approach to software development. To 

accomplish this, our developers adhere to secure SDLC standards and procedures.  

New code is deployed thousands of times each day. Code review, testing, and merge 

approval are performed before deployment. Static code analysis blocks known 

misconfigurations from entering the code base. Once approved, code is automatically 

submitted to HubSpot’s continuous integration environment where compilation, packaging, 

and unit testing occur. Dynamic scanning for security vulnerabilities is performed against 

our applications on a routine basis. 

Newly developed code is first deployed to a dedicated and separate Quality Assurance 

(QA) environment for the testing before being promoted to production. Network-level 

segmentation prevents unauthorized access between QA and production environments. 

All code deployments create archives of existing production code in case failures are 

detected by post-deployment hooks. The deploying team manages notifications regarding 

the health of their applications and if a failure occurs, rollback processes are immediately 

engaged.  

We use software gating and traffic management to control features based on customer 

preferences (private beta, public beta, full launch). HubSpot features seamless updates and, 

as a SaaS application, there is no downtime associated with releases. Major feature changes 

are communicated through in-app messages and/or product update posts.  

Vulnerability Management 

The HubSpot Security team manages a multi-layered approach to vulnerability 

management, using a variety of industry-recognized tools and threat feeds to ensure 

comprehensive coverage of our technology stack. Adherence to Service Level Agreements 

(SLAs) is accomplished via automation of ticket generation and closure, as well as escalation 

paths when appropriate.  
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Vulnerability scans are configured to scan for vulnerabilities on a daily basis, using adaptive 

scanning inclusion lists for asset discovery as well as the latest vulnerability detection 

signatures.  

In addition to our Security Operations Center (SOC), HubSpot also has an internal team 

dedicated to penetration testing, red team exercises, and vulnerability management that 

works to systematically discover any vulnerabilities and ensure that best practices are in 

place to secure our product. 

We bring in industry-recognized third parties to perform annual penetration tests against 

our applications and infrastructures. The goal of these programs is to identify vulnerabilities 

that may present security-related risks. Relevant findings are assessed, mitigations are 

prioritized according to risk, and both are incorporated in the reports available to our 

customers. Additionally, HubSpot manages a bug bounty program where independent 

security researchers may submit potential issues for review.  

To track and manage these identified risks across the HubSpot product, we’ve implemented 

our Mainsail framework which sets HubSpot’s Security, Privacy, and Compliance standards 

as a top priority, or guardrail, across all Product teams. When vulnerabilities are identified, 

Mainsail allows us to measure the associated risk to our product and customers, assign a 

risk-based SLA, and align autonomous engineering teams to collaborate and prioritize 

remedial steps.     

Customer Data Protection 

Data Classification 

HubSpot’s applications allow customers to define the type of information to be collected 

and stored on their behalf. Per the HubSpot Terms of Service and Acceptable Use Policy, 

our customers are responsible for ensuring they only capture appropriate information to 

support their marketing, sales, services, content management, and operations processes. 

The HubSpot product may be used to collect or store sensitive information – such as the 

last four digits of credit or debit card numbers, financial account information, Social Security 

numbers, passport numbers, or health information–only in accordance with the HubSpot 
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Sensitive Data Terms. To accomplish this, customers must enable HubSpot’s sensitive data 

feature.  

Further detail on HubSpot’s data classification scheme can be found within our SOC 2 

report which can be downloaded from our Trust Center.   

Sensitive Data 

HubSpot’s sensitive data product feature allows users to identify certain properties as 

“sensitive” and store and access sensitive data in certain places within your portal. This 

functionality allows enterprise customers to store sensitive personal data, financial data, 

and/or Protected Health Information (PHI). ​
​
To learn about how these features work, please review the Knowledge Base article for 

storing sensitive data in HubSpot, the KB article for storing PHI in HubSpot, and the KB 

article for storing highly sensitive data in HubSpot. ​
​
Sensitive property values and CRM attachments are encrypted when they reach HubSpot’s 

backend systems, typically within the first or second hop. The properties and CRM 

attachments are encrypted using AES-256 with unique encryption keys for each customer. 

The root keys are managed via AWS Key Management Service (KMS), and no one has 

access to these keys. HubSpot engineers cannot view sensitive properties. However, a small 

and tightly constrained group of engineers are able to decrypt the data in order to support 

these services. There are also HubSpot services that need to decrypt the data. To do this, a 

given service must invoke a specific scope to be able to decrypt a sensitive property.  

For highly sensitive data, data remains encrypted even when viewed within the HubSpot 

portal. A click-to-decrypt feature ensures that the data is readable only on an as-needed 

basis. Further limitations exist to limit downstream decryption by engineers and HubSpot 

services due to the limited functionality available for highly sensitive properties. 

Please also review the Sensitive Data Terms, as they govern usage of this feature. 
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Tenancy 

HubSpot provides a highly scalable, multi-tenant SaaS solution where customer data is 

logically separated using unique portal IDs to associate data and objects to specific 

customers.  

Authorization rules are incorporated into the design architecture and validated on a 

continuous basis. Additionally, we log application authentication and associated changes, 

application availability, and user page views. 

Encryption 

All sensitive interactions with the HubSpot products (e.g. API calls, authenticated sessions, 

etc.) are encrypted in transit with Transport Layer Security (TLS) version 1.2 or 1.3 and 2,048 

bit keys or better. TLS is also a default for customers who host their websites on the 

HubSpot platform.  

See our website setup guide and our KB article on SSL and domain security for more 

information about configuring TLS for your HubSpot-hosted site.  

HubSpot leverages several technologies to ensure stored data is encrypted at rest. Platform 

data is stored using AES-256 encryption. User passwords are hashed following industry best 

practices, and are encrypted at rest.  

For sensitive data types, we add application layer encryption, also using AES-256, with 

unique encryption keys for each customer and provide  stricter access controls than for 

non-sensitive data. 

Key Management 

Encryption keys for both in-transit and at rest encryption are securely managed by the 

HubSpot platform. TLS private keys for in-transit encryption are managed through our 

content delivery partner. Volume and field level encryption keys for at rest encryption are 

stored in a hardened Key Management System (KMS). Keys are rotated at varying 

frequencies, depending upon the sensitivity of the data they govern. In general, TLS 
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certificates are renewed annually. For sensitive data stores, unique encryption keys are used 

for each customer. 

HubSpot is unable to support customer-supplied encryption keys at this time. 

Artificial Intelligence & Machine Learning 

HubSpot provides an AI-native customer platform with Breeze, our complete AI solution 

that delivers a fast, easy, and unified AI experience for marketing, sales, and service teams. 

To this end, our AI tools and underlying systems are included within our annual SOC 2 Type 

2 report as they are released into general availability (GA). HubSpot may release future beta 

and alpha AI product offerings as we continue to evolve and improve our customer 

platform. Although these are not scoped into our SOC 2 report at this stage, they are 

generally supported by HubSpot’s core infrastructure and security architecture.    

We implement appropriate technical and organization measures to protect and secure 

personal data used in our AI products. This approach involves collaboration between 

dedicated product, engineering, and legal teams to maintain compliance with regulatory 

and industry standards, as well as a broad commitment to preventing unauthorized access 

to customer data.  

Customer Data remains secure and private when using our AI features, regardless of 

whether your data is used as part of HubSpot's machine learning processes. Data is never 

shared between HubSpot users or accounts. Our AI-generated outputs are specific to each 

customer; in other words, one customer's data will not be exposed to any other customers 

when using our AI products. Additionally, when using AI products, customer prompts, 

generated content, and usage metrics are logged and managed to support continuous 

product improvement. Your AI usage data is stored in approved HubSpot data storage 

locations, where access is restricted to relevant engineering and product teams on an 

as-needed basis. Access to the data is subject to review and approval.  

HubSpot's AI products are moderated against harmful content such as hate speech, 

harassment, self-harm, sexual content, and violence using open source moderation 

solutions. We identify and eliminate harmful content to create a safe and positive 

environment for our users.  
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The underlying technology behind HubSpot’s AI functionality consists of our own machine 

learning models as well as those of our trusted third party vendors like OpenAI. While 

customer prompts may be shared with such third parties to enable certain functionalities, 

these submissions are not used by third parties to train or improve its models. HubSpot 

may use customer data to train our own models; however, if you enable HubSpot’s sensitive 

data features, the sensitive properties that you create will not be used to train HubSpot’s AI 

models. Customers may also opt out of having their data used to build and train our AI 

models by having a super admin on the user’s account email privacy@hubspot.com. Once 

you have opted out, your data will not be used to train our internally built models and you 

may still use our AI products. 

Customers have options to control their use of certain AI products including the ability to 

opt in and opt out of specific functionalities. For more information on AI choices and rights, 

please visit our Product-Specific Terms - AI Products.  

For additional information and transparency around HubSpot’s use of AI and how our AI 

systems interact with your data, please visit behindhubspotai.com. The AI model cards 

provided here feature specific details about Breeze-powered AI features.  

Data Backup and Disaster Recovery 

System Reliability and Recovery 

HubSpot is committed to ensuring the availability of our systems by using commercially 

reasonable efforts to meet a target service uptime of 99.95% for our subscription service in 

a given calendar month. Please reference section 8 of the Product Specific Terms for more 

information. 

Additionally, we provide real-time updates and historical data on system status via 

HubSpot’s status site. 

We build our platform so that HubSpot is available and accessible in a variety of disaster 

scenarios. To this end, all HubSpot product services are built with full redundancy. Server 

infrastructure is strategically distributed across multiple distinct availability zones and virtual 

private cloud networks within our infrastructure providers, and all web, application, and 
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database components are deployed with a minimum of n+1 supporting server instances or 

containers.  

Services within HubSpot’s distributed microservices architecture are designed to reduce 

system interdependence, and each service has a corresponding test environment where 

changes are deployed and validated before they are migrated to production.  

HubSpot utilizes a worldwide Content Delivery Network (CDN) to distribute content to a 

location closest to users, enabling quick and consistent access wherever users may be. 

Additionally, we have a dedicated Reliability engineering team committed to the scalability 

and reliability of the HubSpot application. 

Disaster Recovery 

HubSpot maintains a disaster recovery plan that details how we sustain key product 

infrastructure and internal corporate systems in the event of a disaster. The disaster 

recovery plan is documented, updated, and tested annually as part of our SOC 2 

compliance. Please refer to our SOC 2 report (downloadable from our Trust Center) for 

more detail. 

Backup Strategy 

System Backups 

Systems are backed up on a regular basis with established schedules and frequencies. 

Seven days’ worth of backups are kept for any database in a way that ensures that 

restoration can occur easily. Backups are monitored for successful execution, and alerts are 

generated in the event of any exceptions. Failure alerts are escalated, investigated, and 

resolved.  

Data is backed up daily to the local region. Additionally, backups are copied regularly to a 

separate AWS region for recovery in the event of a primary regional outage. Monitoring 

and alerting is in place for replication failures and triaged accordingly.  

All production data backups are stored on a highly available file storage facility like Amazon 

S3.  
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Physical Backup Storage 

Because we leverage public cloud services for hosting, backup, and recovery, HubSpot 

does not implement physical infrastructure or physical storage media within its products. 

HubSpot does not generally produce or use other kinds of hard copy media (such as paper, 

tape, etc.) as part of making our products available to our customers. 

Backup Protections 

By default, all backups are encrypted at rest and immutability is ensured through access 

control restrictions and Write Once Read Many (WORM) protections on HubSpot product 

infrastructure networks. Strict access control lists are used to protect backup file storage.  

Customer Data Backup Restoration 

HubSpot customers don't have access to the product infrastructure in a way that would 

allow a customer-driven failover event. Disaster recovery and resiliency operations are 

managed by HubSpot product engineering teams. 

In most cases, customers can use the recycle bin to directly recover and restore contacts, 

companies, deals, tickets, and custom object records, activity, and workflows up to 90 days 

after they were deleted. Changes to web pages, blog posts, or emails can be restored to 

previous versions of content using version history.  

For customers who wish to additionally back up their data, the HubSpot platform provides 

many ways of ensuring that you have what you need. By using Data Backup and Restore, 

customers can create backups of their CRM data and seamlessly recover to a restore point. 

Additionally, many of the features within your HubSpot portal contain export options, and 

the HubSpot library of public APIs can be used to synchronize your data with other systems. 

For further details about backing up your data, please review our KB article about exporting 

your content. 

Identity and Access Control 

Product User Management 

The HubSpot products allow for granular authorization rules. Customers are encouraged to 

actively administer their accounts. Customers can create and manage the users in their 

portals, assign the privileges that are appropriate, and limit access to only what is necessary 
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in order to reduce risk. For more information about user roles, please see the HubSpot User 

Permission Guide.  

For additional guidance, the in-app Security Center provides recommendations on an 

account’s unique configuration and compares settings against security best practices. 

Configurations that can present security risks are given risk scores and can be reviewed and 

remediated from one convenient location. This includes risky user permissions, 2FA status, 

inactive apps, and more. 

Product Login Protections 

The HubSpot product features many options for users to securely log in to their HubSpot 

accounts. The built-in HubSpot login with email and password enforces a uniform password 

policy which requires a minimum of 12 characters and a combination of lower letters, 

uppercase letters, and numbers, symbols, or whitespace characters. Customers who use 

HubSpot’s built-in login cannot change the default password policy. HubSpot checks user 

passwords against publicly leaked passwords and automatically prevents the use of a 

matching compromised password.  

Customers using the built-in login on paid HubSpot plans are required to use two-factor 

authentication. Two-factor Authentication can be configured via authenticator app, the 

HubSpot Mobile App, or SMS text message. For free plans, portal administrators are 

encouraged to set up and require two-factor authentication for all users. 

Additionally, HubSpot allows users to log in with common services using the “Sign In with 

Google,” “Sign In with Microsoft,” or “Sign In with Apple” options at the login screen. 

Customers can configure a password policy within their settings with these respective 

providers.  

Enterprise customers can take advantage of SAML-based Single Sign-On (SSO) integrations 

with any SAML-based Identity Provider. Instructions for setting up SSO are available in this 

knowledge base article and in the HubSpot Academy. By default, after turning on SSO, all 

users will be required to log in via your configured SSO method. 

For customers who prefer passwordless authentication, HubSpot allows users to set up and 

use passkeys for logging in via browser and the iOS app. 
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Portal Login Settings 

Portal Admins have the ability to set additional login security controls that align with the 

needs of their organization: 

●​ Allowed Login Methods: Allows an admin to enforce what login methods are allowed 

for accessing the portal. For example, if the organization uses Google Workspace, you 

can set Allowed Login Methods to only allow Google sign-in and disallow all other 

login types. 

●​ Inactivity Timeout: Allows an admin to set a time duration between 8 hours and 72 

hours that will automatically log a user out of their session if they are inactive. 

●​ IP Restrictions: Allows an admin to set IP ranges in which their users access HubSpot 

from to provide greater level of control of how your portal is being accessed. 

Product API Authorization 

API access is enabled through either OAuth (version 2) or Private App access tokens. Both 

HubSpot’s OAuth 2.0 and Private App implementations provide strong approaches to 

authenticating and authorizing API requests. These methods offer granular control over 

your integrations and account data. We require OAuth for all featured integrations.  

Select HubSpot APIs may be used for public and private app developers to interact with 

sensitive data. More information can be found within our Overview of Sensitive Data in 

HubSpot CRM for Developers, and also within our Developer Doc for Sensitive Data App 

Scopes.  

For more information about API use and authentication, please see the Developers portal. 

Previously, API keys (also known as Hapikeys or HubSpot API keys) were a supported 

authentication method for the HubSpot APIs. Support for API keys was discontinued on 

November 30, 2022. 

Portal Activity & Alerting 

Customers can enable notifications within the HubSpot portal for a range of account activity 

including unusual logins, data imports and exports, and more.   

HubSpot also provides customers with the ability to view and export comprehensive audit 

logs on account activity. Customers can review or investigate activity within a portal, export 
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audit logs manually, or export logs via API for integration with a security information and 

event management (SIEM) solution. Audit log types include: 

●​ User logins 

●​ Security activity 

●​ Views or edits of highly sensitive data properties 

●​ Content activity 

●​ HubSpot employee access history for customer support 

A centralized audit log of all user actions is available to Enterprise subscribers.  

HubSpot Employee Access to Customer Data  

Access to Production Infrastructure 

HubSpot’s production infrastructure and restricted or customer data can only be accessed 

from company-owned and managed computers, and require phish-resistant Multi-factor 

Authentication (MFA). User access is strictly controlled. HubSpot employees are granted 

access using a Role-Based Access Control (RBAC) model.  

Day-to-day access to systems hosting customer data is restricted. Access is available only to 

HubSpot personnel that require access to certain systems to perform their respective job 

duties. Persistent administrative access is restricted. For temporary or emergency access to 

administrative functions (such as alert responses and troubleshooting), HubSpot’s system 

uses a Just-In-Time-Access (JITA) model to grant users privileged access for a limited 

duration.  

Each Engineering JITA request is logged along with the reason for access. After the 

configured session limit, access to the account expires and is automatically revoked. Daily 

Engineering JITA usage is available for retroactive review by Engineering management. 

Management reviews activities performed during JITA sessions in key datastores and the 

reason for access, and monitors for anomalous behavior. 

Additionally, direct network connections to product infrastructure devices over SSH or 

similar protocols is prohibited, and engineers are required to authenticate first through a 

bastion host or "jump box" before accessing QA or production environments. Server-level 

authentication uses user-unique SSH keys and token-based two-factor authentication.  
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Access to Customer Portals 

By default, Customer Support, Services, and other customer engagement staff can obtain 

limited access to parts of your HubSpot account to help you use your HubSpot portal.  

The HubSpot application also uses a JITA model to grant employees access to a customer’s 

portal for a limited duration (Portal JITA). Each Portal JITA request is logged and requires a 

business reason for access. Note that access is automatically granted for certain use cases, 

such as an open Support ticket. Other Portal JITA requests initiate an exception process 

which requires manager or manager-equivalent approval. Access is limited to a specific 

customer’s portal for a maximum 24-hour period. HubSpot also utilizes risk-based 

monitoring to detect unusual Portal JITA activity. HubSpot support employees must be on 

HubSpot-owned and managed devices, which require SSO and phish-resistant MFA, in 

order to access Portal JITA. 

When accessing a portal using Portal JITA, HubSpotters are unable to perform high-risk 

actions such as: 

●​ viewing sensitive data fields 

●​ changing domain or SSO settings 

●​ exporting users/contacts 

●​ viewing/creating/deleting/rotating private app keys 

●​ importing data to the CRM 

●​ deleting contacts, companies, deals, and tickets 

User logins, HubSpot employee access, security activity, and content activity is logged. The 

last 90 days of these logs are available as the ‘Export HubSpot employee access history’ 

option within your portal. 

Customers may choose to disable HubSpot employee access to their portal entirely by 

following the steps outlined in this article. Please note that while this disables HubSpot 

employees from accessing your HubSpot portal, it does not disable all HubSpot employees 

from accessing customer data. Customer data may still be accessed internally via 

Engineering JITA by a limited number of Engineering personnel for supporting, 

troubleshooting, and improving the HubSpot product. Additionally, HubSpot’s Trust & 

Safety team may temporarily re-enable the Portal JITA feature to access your portal if an 

investigation is necessary. This step is only taken when there is a safety or security issue 
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such as a potential security breach, fraud, or other Terms of Service violations, and Trust & 

Safety team members disable this feature when their work is completed.   

Organizational and Corporate Security 

Corporate Network Protections 

Centrally managed application firewalls are deployed in a High Availability architecture at 

HubSpot Corporate offices. Our guest networks are separate and isolated from our 

corporate network, and all firewalls are configured to block all inbound connections unless 

the session is explicitly identified and allowed. HubSpot enforces system authorization 

checks via digital certificates prior to allowing a device to connect to the Corporate 

network. Unauthorized devices are moved to a containment VLAN with no access to the 

internal network. 

Corporate Authentication and Authorization 

Access to the HubSpot Corporate network, both remotely and while in office, requires 

device validation and FIDO2-compliant MFA. Access to corporate systems is based on 

RBAC and the principle of zero trust. Users can only access what is necessary for their role 

and job function. 

Password policies follow industry best practices for required length, complexity, and 

rotation frequency. Password vaults are in place to manage certain administrative account 

passwords, and access to the vault is managed through RBAC or through the JITA process. 

We have built an extensive support system to streamline and automate our security 

management and compliance activities. Several times each day, this system collects and 

analyzes logs from across our  product and corporate infrastructure and initiates manual 

reviews where appropriate. This is done to ensure that permission grants are appropriate, 

employee events are managed, access revocations are timely, change logs are effectively 

collected, and compliance evidence is preserved. Employee access and permissions to key 

internal systems are manually reviewed semi-annually to help ensure access granted is 

necessary for their job function.  

 

21  —  HubSpot Security & Compliance Overview  
 



​  
 

 

Endpoint Protection 

Company-issued laptops are centrally managed and feature hardened configurations that 

include full disk encryption, a Privileged Access Management (PAM) solution, and routine 

security posture assessments.  

Endpoints are also protected by a market-leading Endpoint Detection and Response (EDR) 

solution and we incorporate extensive automation into our detection and response 

capabilities, capitalizing on signaling from our robust security stack to create a highly 

integrated ecosystem that is continually optimized to detect anomalous behavior.  

Security Awareness Training 

Security culture is foundational to a strong security program. We start building that culture 
with mandatory security training for every new HubSpot employee. After that, all HubSpot 
employees are required to complete annual awareness training. For certain jobs with specific 
risks, we have role-specific training.  

 
Finally, we give all HubSpot employees a chance to put this training into practice with 

quarterly simulated phishing and reporting exercises. 

Risk Management 

HubSpot has an Enterprise Risk Management (ERM) program that includes a documented 

ERM policy, recurring risk assessments, and a risk escalation process.. Risk mitigation and 

remediation activities are tracked and reviewed at a designated cadence. 

Further detail on the risk assessment and risk management program can be found within 

the SOC 2 report (downloadable from our Trust Center).  

Vendor Management 

We leverage a number of third party service providers at HubSpot to support the 

development of our product as well as internal operations. We maintain a vendor 

management program to ensure that appropriate security and privacy controls are in 

place. The program includes inventorying, tracking, and reviewing the security programs of 

the vendors who support HubSpot.  
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Appropriate safeguards are assessed relative to the service being provided and the type of 

data being exchanged. For example, our protocol is to require vendors that handle 

customer data to maintain business continuity and disaster recovery programs for added 

assurance of customer data protection. Ongoing compliance with expected protections is 

managed as part of our contractual relationship with them. Our Security, Privacy, Legal, and 

Compliance teams coordinate with our business stakeholders as part of the vendor 

management review process. 

We maintain a list of our sub-processors within our Data Processing Agreement (DPA). 

Policy Management  

To help keep all our employees on the same page with regard to protecting data, HubSpot 

documents and maintains a number of written security policies and procedures. HubSpot 

maintains a core Written Information Security Policy, which covers a variety of topics such as 

data handling requirements, privacy considerations, and disciplinary actions for policy 

violations. 

Policies are reviewed and approved at least annually and stored in the company policy 

repository. 

Corporate Physical Security 

HubSpot offices are secured in multiple ways. Security services are leveraged at each of 

HubSpot’s global locations to help create a safe environment for HubSpot employees. Door 

access is controlled using RFID tokens tied to individuals, which are automatically 

deprovisioned if lost or when no longer needed (for example, employee termination, 

infrequent use, etc). Video surveillance and other protective measures are implemented 

across HubSpot offices. 

Background Checks and Onboarding 

HubSpot employees in the US undergo an extensive third-party background check prior to 

formal employment offers. In particular, employment, education, and criminal checks are 

performed for potential employees. Outside of the US, employment checks are performed. 

Reference verification is performed at the hiring manager's discretion. 
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Upon hire, all employees must read and acknowledge HubSpot's corporate Acceptable Use 

Policy (AUP) and Code of Use Good Judgement (COUGJ), which help to define employees' 

security responsibilities in protecting company assets and data.  

Incident Management 

Incident Response 

HubSpot’s Security Operations Center (SOC) team provides 24x7x365 coverage to respond 

quickly to all security and privacy events. HubSpot's rapid incident response program is 

responsive and repeatable. Predefined incident types, based on historical trending, are 

used to facilitate timely incident tracking and consistent task assignment, escalation, and 

communication. Many automated processes feed into the incident response process, 

including malicious activity or anomaly alerts, vendor alerts, customer requests, privacy 

events, and others.  

Our Security Leadership reviews all security related incidents, either suspected or proven, 

and we coordinate with affected customers using the most appropriate means based on the 

nature of the incident. 

Compliance  

General Data Protection Regulation (GDPR) 

The HubSpot platform has a number of features that enable our customers operating in the 

European Union to achieve and maintain their GDPR compliance requirements, including 

the ability to perform a GDPR delete in response to a Data Subject Access Request (DSAR) 

(see the KB article here). Please refer to our GDPR page for more information. While use of 

the HubSpot product can enable your GDPR compliance efforts, use of the HubSpot 

product alone does not make you GDPR compliant. 
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Sarbanes-Oxley (SOX) 

As a publicly-traded company in the U.S., HubSpot’s key IT controls are audited on a 

recurring basis as part of its SOX compliance. 

Public information about HubSpot’s SOX compliance and our annual financial statements 

are available as part of our SEC filings. You can find more information on our Investor 

Relations page.  

Systems and Organization Controls (SOC 2) 

HubSpot undergoes rigorous SOC 2 Type 2 and audits on an annual basis to attest to the 

controls that we have in place governing the security, availability, and confidentiality of 

customer data and the HubSpot products. These controls map to Trust Service Principles 

(TSPs) established by the American Institute of Certified Public Accountants (AICPA). Our 

SOC 2 Type 2 and SOC 3 reports are available for download from the HubSpot Trust 

Center. 

Sensitive Data Processing and Storing 

Please see our Sensitive Data Terms for details about prohibited data types. HubSpot 

provides privacy and security protections that enable our customers to operate our 

products in compliance with HIPAA. These include security features like comprehensive 

audit logging, advanced authentication features, inactive session timeout, account security 

recommendations, per tenant application level encryption, and more.Please refer to our 

Trust Center for resources on storing Sensitive Data, such as HubSpot’s Sensitive Data 

Implementation Guide, to ensure that you use our products and features in a way that 

supports your HIPAA obligations. Also, be sure to refer to the requirements in the “Use and 

Disclosure of PHI” section of the Business Associate Agreement in our Sensitive Data 

Terms.  

While HubSpot provides security features which enable your use of the product in a 

HIPAA-compliant manner, HubSpot does not currently offer independent attestation against 

the HIPAA Security Rule requirements or HITRUST certification. For news and 
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announcements regarding HubSpot’s compliance posture, we encourage you to subscribe 

to our Trust Center Updates.  

Additionally, while HubSpot customers pay for the service by credit card, HubSpot does not 

store, process or collect credit card information submitted to us by customers and is not 

PCI-DSS compliant. We leverage trusted and PCI-compliant payment card processors to 

ensure that our own payment transactions are handled securely. You may access HubSpot’s 

PCI SAQ-A report on the HubSpot Trust Center. 

Privacy 
The privacy of our customers’ data is one of HubSpot’s primary considerations. The 

protections described in this document and other protections that we have implemented 

are designed to ensure that your data stays private and unaltered. The HubSpot products 

are designed with a privacy-first approach and built with customer needs in mind. Our 

privacy program incorporates best practices, customers’ and their contacts’ needs, as well 

as regulatory requirements.  

Data Retention and Data Deletion  

Customer data is retained for as long as you remain an active customer. The HubSpot 

platform provides active customers with the tools to delete their data (see the ‘Deletion or 

Return of Personal Data’ section outlined in our DPA), and export their data (see the KB 

article on how to export your content and data). 

Former customers’ data is removed from live databases upon a customer’s written request 

or after an established period following the termination of all customer agreements. 

Freemium customers’ data is purged when the portal is no longer actively used, and former 

paying customers’ data is purged 90 days after all customer relationships are terminated.  

Information stored in replicas, snapshots, and backups is not actively purged but instead 

naturally ages itself from the repositories as the data lifecycle occurs. HubSpot retains 

certain data like logs and related metadata in order to address security, compliance, or 

statutory needs.  
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HubSpot does not currently provide customers with the ability to define custom data 

retention policies. 

Privacy Program Management 

HubSpot’s Legal, Security, and Privacy teams collaborate to ensure an effective and 

consistently-implemented privacy program. Information about our commitment to the 

privacy of your data is described in greater detail in our: 

●​ Privacy Policy 

●​ Data Processing Agreement 

Breach Response 

You can find our breach reporting policies, process, and obligations outlined in our SOC 2 

Report under our "Incident Response" section. 

HubSpot will notify customers without undue delay after it becomes aware of any Customer 

Personal Data Breach and will provide timely information relating to the Customer Personal 

Data Breach as it becomes known or reasonably requested by the customer. We further 

outline our obligations regarding Customer Personal Data Breaches in our DPA. Reporting 

obligations for our HIPAA Customers are outlined in our Business Associate Agreement. 
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To HubSpot, Inc.: 

Scope

We have examined HubSpot, Inc.’s (“HubSpot”) accompanying assertion titled “Assertion of HubSpot, Inc. Service 
Organization Management” (“assertion”) that the controls within the HubSpot Platform system (“system”) were 
effective throughout the period May 1, 2024, to April 30, 2025, to provide reasonable assurance that HubSpot’s
service commitments and system requirements were achieved based on the trust services criteria relevant to 
security, availability, and confidentiality (applicable trust services criteria) set forth in TSP section 100, Trust 
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services 
Criteria).  

HubSpot uses various subservice organizations for cloud storage, compute services, and data center hosting
services.  The description of the boundaries of the system indicates that complementary subservice organization 
controls that are suitably designed and operating effectively are necessary, along with controls at HubSpot, to 
achieve HubSpot’s service commitments and system requirements based on the applicable trust services criteria.  
The description of the boundaries of the system does not disclose the actual controls at the subservice 
organizations.  Our examination did not include the services provided by the subservice organizations, and we have 
not evaluated the suitability of the design or operating effectiveness of such complementary subservice organization 
controls.  

Service Organization’s Responsibilities

HubSpot is responsible for its service commitments and system requirements and for designing, implementing, and 
operating effective controls within the system to provide reasonable assurance that HubSpot’s service commitments 
and system requirements were achieved.  HubSpot has also provided the accompanying assertion about the 
effectiveness of controls within the system.  When preparing its assertion, HubSpot is responsible for selecting, and 
identifying in its assertion, the applicable trust services criteria and for having a reasonable basis for its assertion 
by performing an assessment of the effectiveness of the controls within the system.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that 
controls within the system were effective throughout the period to provide reasonable assurance that the service 
organization’s service commitments and systems requirements were achieved based on the applicable trust 
services criteria.  Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants.  Those standards require that we plan and perform our 
examination to obtain reasonable assurance about whether management’s assertion is fairly stated, in all material 
respects.  We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for 
our opinion.

Our examination included:

 Obtaining an understanding of the system and the service organization’s service commitments and system 
requirements. 

 Assessing the risks that controls were not effective to achieve HubSpot’s service commitments and system 
requirements based on the applicable trust services criteria. 

 Performing procedures to obtain evidence about whether controls within the system were effective to 
achieve HubSpot’s service commitments and system requirements based on the applicable trust services 
criteria.

Our examination also included performing such other procedures as we considered necessary in the circumstances.

”) accompanying assertion titled “Assertion of HubSpot, Inc.”) accompanying assertion titled “Assertion of HubSpot, Inc.
HubSpot PlatformHubSpot Platform system (“system”) were system (“system”) were 

effective throughout the period May 1, 2024, to April 30, 2025, to provide reasonable assurance that effective throughout the period May 1, 2024, to April 30, 2025, to provide reasonable assurance that 
service commitments and system requirements were achieved based on the trust services criteria relevant to service commitments and system requirements were achieved based on the trust services criteria relevant to 

(applicable trust services criteria) set forth in TSP section 100,(applicable trust services criteria) set forth in TSP section 100,
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services 

cloud storage, compute services, and data center hostingcloud storage, compute services, and data center hosting
services.  The description of the boundaries of the system indicates that complementary subservice organization services.  The description of the boundaries of the system indicates that complementary subservice organization 
controls that are suitably designed and operating effectively are necessary, along with controls at controls that are suitably designed and operating effectively are necessary, along with controls at 

service commitments and system requirements based on the applicable trust services criteria.  service commitments and system requirements based on the applicable trust services criteria.  
The description of the boundaries of the system does not disclose theThe description of the boundaries of the system does not disclose the

.  Our examination did not include the services provided by the.  Our examination did not include the services provided by the
not evaluated the suitability of the design or operating effectiveness of such complementary subservice organization not evaluated the suitability of the design or operating effectiveness of such complementary subservice organization 

is responsible for its service commitments and system requirements and for designing, implementing, and is responsible for its service commitments and system requirements and for designing, implementing, and 
operating effective controls within the system to provide reasonable assurance that operating effective controls within the system to provide reasonable assurance that 

HubSpotHubSpot has also provided the accompanying assertion about the has also provided the accompanying assertion about the 
effectiveness of controls within the system.  When preparing its assertion, effectiveness of controls within the system.  When preparing its assertion, 
identifying in its assertion, the applicable trust services criteria and for having a reasonable basis for its assertion identifying in its assertion, the applicable trust services criteria and for having a reasonable basis for its assertion 
by performing an assessment of the effectiveness of the controls within the system.by performing an assessment of the effectiveness of the controls within the system.

Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that 
controls within the system were effective throughout the period to provide reasonable assurance that the service controls within the system were effective throughout the period to provide reasonable assurance that the service 
organization’s service commitments and systems requirements were achieved based on the applicable trust organization’s service commitments and systems requirements were achieved based on the applicable trust 
services criteria.  Our examination was conducted in accordance with attestation standards established by the services criteria.  Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants.  Those standards require that we plan and perform our American Institute of Certified Public Accountants.  Those standards require that we plan and perform our 
examination to obtain reasonable assurance about whether management’s assertion is fairly stated, in all material examination to obtain reasonable assurance about whether management’s assertion is fairly stated, in all material 
respects.  We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basisrespects.  We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis

Our examination included:Our examination included:

Obtaining an understanding of the system and the service organization’s service commitments and system Obtaining an understanding of the system and the service organization’s service commitments and system 
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Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human 
error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 
HubSpot’s service commitments and system requirements were achieved based on the applicable trust services 
criteria.  Also, the projection to the future of any conclusions about the effectiveness of controls is subject to the risk 
that controls may become inadequate because of changes in conditions or that the degree of compliance with the 
policies or procedures may deteriorate.

Opinion

In our opinion, management’s assertion that the controls within the HubSpot Platform system were effective 
throughout the period May 1, 2024, through April 30, 2025, to provide reasonable assurance that HubSpot’s service 
commitments and system requirements were achieved based on the applicable trust services criteria is fairly stated, 
in all material respects.

Washington, District of Columbia
June 11, 2025

HubSpot PlatformHubSpot Platform system were effective 
throughout the period May 1, 2024, through April 30, 2025, to provide reasonable assurance that throughout the period May 1, 2024, through April 30, 2025, to provide reasonable assurance that 
commitments and system requirements were achieved based on the applicable trust services criteria is fairly stated, commitments and system requirements were achieved based on the applicable trust services criteria is fairly stated, 
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We are responsible for designing, implementing, operating, and maintaining effective controls within HubSpot, Inc.’s
(“HubSpot”) HubSpot Platform system (“system”) throughout the period May 1, 2024, to April 30, 2025, to provide 
reasonable assurance that HubSpot’s service commitments and system requirements relevant to security, 
availability, and confidentiality were achieved.  Our description of the boundaries of the system is presented below 
and identifies the aspects of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system throughout the period May 
1, 2024, to April 30, 2025, to provide reasonable assurance that HubSpot’s service commitments and system 
requirements were achieved based on the trust services criteria relevant to security, availability, and confidentiality
(applicable trust services criteria) set forth in TSP section 100, Trust Services Criteria for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria). HubSpot’s objectives for the 
system in applying the applying the applicable trust services criteria are embodied in its service commitments and 
systems requirements relevant to the applicable trust services criteria.  The principal service commitments and 
system requirements related to the applicable trust services criteria are presented below.

There are inherent limitations in any system of internal control, including the possibility of human error and the 
circumvention of controls.  Because of these inherent limitations, a service organization may achieve reasonable, 
but not absolute, assurance that its service commitments and system requirements are achieved.

We assert that the controls within the system were effective throughout the period May 1, 2024, to April 30, 2025,
to provide reasonable assurance that HubSpot’s service commitments and systems requirements were achieved 
based on the applicable trust services criteria.

We have performed an evaluation of the effectiveness of the controls within the system throughout the period We have performed an evaluation of the effectiveness of the controls within the system throughout the period 
service commitments and system service commitments and system 

requirements were achieved based on the trust services criteria relevant to security, availability, and confidentialityrequirements were achieved based on the trust services criteria relevant to security, availability, and confidentiality
Trust Services Criteria for Security, Availability, Trust Services Criteria for Security, Availability, 

Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria)Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria)
system in applying the applying the applicable trust services criteria are embodied in its service commitments and system in applying the applying the applicable trust services criteria are embodied in its service commitments and 
systems requirements relevant to the applicable trust services criteria.  The principal service commitments and systems requirements relevant to the applicable trust services criteria.  The principal service commitments and 

quirements related to the applicable trust services criteria are presented below.quirements related to the applicable trust services criteria are presented below.

There are inherent limitations in any system of internal control, including the possibility of human error and the There are inherent limitations in any system of internal control, including the possibility of human error and the 
circumvention of controls.  Because of these inherent limitations, a service organization may achieve circumvention of controls.  Because of these inherent limitations, a service organization may achieve 
but not absolute, assurance that its service commitments and system requirements are achieved.but not absolute, assurance that its service commitments and system requirements are achieved.

We assert that the controls within the system were effective throughout the period May 1, 2024We assert that the controls within the system were effective throughout the period May 1, 2024
service commitments and systems requirements were achieved service commitments and systems requirements were achieved 
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Company Background

HubSpot, Inc. (”HubSpot”) provides software and support through a cloud-based platform to help organizations 
grow better.  The Company’s platform includes marketing, sales, service, and content management products.  
HubSpot’s products contain features, tools, and integrations that enable businesses to attract, engage, and delight 
customers throughout the customer lifecycle. Over 250,000 total customers in more than 120 countries use 
HubSpot’s software, services, and support to transform the way they attract, engage, and delight customers.
  
HubSpot was founded in 2005 and is based in Cambridge, Massachusetts.

Description of Services Provided

HubSpot’s Platform consists of several integrated products that are bundled into integrated software packages:

 HubSpot CRM

 Breeze

 Marketing Hub

 Sales Hub

 Service Hub

 Content Hub (formerly Content Management 
System (CMS) Hub)

 Ops Hub

 Commerce Hub

  
HubSpot CRM

The core of HubSpot’s Platform, the HubSpot CRM, is a single database of lead and customer information that 
allows businesses to track their interactions with contacts and customers, manage their sales activities, and report 
on their pipeline and sales.  This allows a complete view of lead and customer interactions across HubSpot’s 
integrated applications, giving the CRM substantial power.  This integration makes it possible to personalize every 
aspect of the customer interaction across web content, social media engagement, and email messages across 
devices, including mobile.  The integrated applications on the CRM have a common user interface, are accessed 
through a single login, and are based on the CRM database.  HubSpot CRM is a free product that can be used 
standalone, or with any combination of Marketing Hub, Sales Hub, Service Hub, CMS Hub, and/or Ops Hub.
  
Breeze

Breeze is HubSpot’s comprehensive suite of AI tools and features that power the customer platform, including our 
Smart CRM, engagement Hubs, and the connected ecosystem.  Breeze includes Breeze Copilot, an AI-powered 
companion to boost productivity and make work easier; Breeze Agents to help teams automate work, end-to-end, 
from strategy to execution; and Breeze Intelligence, a data enrichment solution to provide a complete and unified 
view of the customer, and features across the CRM and Hubs built on Breeze.
  
Marketing Hub

Marketing Hub is an all-in-one toolset for marketers to attract, engage, and nurture new leads towards sales 
readiness over the entire customer lifecycle.  Marketing Hub is available in both free and paid tiers, and can be 
used standalone, with HubSpot CRM, and/or any version of Sales Hub or Service Hub.  Features include marketing 
automation and email, social media, search engine optimization (SEO), CRM Sync, and reporting and analytics.
  
Sales Hub

Sales Hub was introduced to enhance the productivity and effectiveness of sales representatives.  Businesses can 
empower their teams with tools that deliver a personalized experience for prospects with less work for sales 
representatives.  Sales Hub is available in both free and paid tiers, and can be used with HubSpot CRM, a third-
party CRM, and/or any version of Marketing Hub or Service Hub.  Features include: email templates and tracking, 
conversations and live chat, meeting and call scheduling, lead and website visit alerts, sales automation, and lead 
scoring.

HubSpot’s software, services, and support to transform the way they attract, engage, and delight customers.HubSpot’s software, services, and support to transform the way they attract, engage, and delight customers.

HubSpot’s Platform consists of several integrated products that are bundled into integrated software packages:HubSpot’s Platform consists of several integrated products that are bundled into integrated software packages:

Content Hub (formerly Content Management Content Hub (formerly Content Management 
System (CMS) Hub)System (CMS) Hub)

Ops HubOps Hub

Commerce HubCommerce Hub

The core of HubSpot’s Platform, the HubSpot CRM, is a single database of lead and customer information that The core of HubSpot’s Platform, the HubSpot CRM, is a single database of lead and customer information that 
allows businesses to track their interactions with contacts and customers, manage their sales activities, and report allows businesses to track their interactions with contacts and customers, manage their sales activities, and report 

This allows a complete view of lead and customer interactions across HubSpot’s This allows a complete view of lead and customer interactions across HubSpot’s 
integrated applications, giving the CRM substantial power.integrated applications, giving the CRM substantial power.
aspect of the customer interaction across web content, social media engagement, and email messages across aspect of the customer interaction across web content, social media engagement, and email messages across 

The integrated applications on the CRM have a common user interface, are accessed The integrated applications on the CRM have a common user interface, are accessed 
through a single login, and are based on the CRM database.through a single login, and are based on the CRM database.
standalone, or with any combination of Marketing Hub, Sales Hub, Service Hub, CMS Hub, and/or Ops Hub.standalone, or with any combination of Marketing Hub, Sales Hub, Service Hub, CMS Hub, and/or Ops Hub.

Breeze is HubSpot’s comprehensive suite of AI tools and features that power the customer platform, including our Breeze is HubSpot’s comprehensive suite of AI tools and features that power the customer platform, including our 
Smart CRM, engagement Hubs, and the connected ecosystemSmart CRM, engagement Hubs, and the connected ecosystem
companion to boost productivity and make work easier; Breeze Agents to help teams automate work, endcompanion to boost productivity and make work easier; Breeze Agents to help teams automate work, end
from strategy to execution; and Breeze Intelligence, a data enrichment solution to provide a completefrom strategy to execution; and Breeze Intelligence, a data enrichment solution to provide a complete
view of the customer, and features across the CRM and Hubs built on Breeze.view of the customer, and features across the CRM and Hubs built on Breeze.

Marketing Hub is an allMarketing Hub is an all--inin-one toolset for marketers to attract, engage, and nurture new leads towards sales 
readiness over the entire customer lifecyclereadiness over the entire customer lifecycle
used standalone, with HubSpot CRM, and/or any version of Sales Hub or Service Hub.
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Service Hub

Service Hub is our customer service software that is designed to help businesses manage and connect with 
customers.  Service Hub is available in free and paid tiers, and can be used standalone, with HubSpot CRM Free, 
and/or any version of Marketing Hub or Sales Hub.  Features include: conversations and live chat functionality, 
conversational bots, tickets and help desk, automation and routing, knowledge base, team emails, feedback and 
reporting tools, and customer goals.
  
Content Hub (formerly CMS Hub)

Content Hub combines the power of customer relationship management and a content management system into 
one integrated platform.  HubSpot artificial intelligence (AI)-powered content tools enable businesses to create and 
manage new and existing web content while also personalizing their websites for different visitors and optimizing 
their websites to convert more visitors into leads and customers.  Content Hub can be purchased as a standalone 
product and/or with any version of Marketing Hub, Sales Hub, or Service Hub.  Features include: website pages, 
business blogging, smart content, landing pages and forms, SEO tools, forms and lead flow, web analytics reporting, 
calls-to-action, and file manager.
  
Ops Hub

Ops Hub is an operations software that lets users easily sync, clean, and curate customer data, and automate 
business processes.  Ops Hub enables entire teams to stay aligned with a clean, connected source of truth for 
customer data.  Features include: programmable automation, data sync, data curation, and data quality tools.

Commerce Hub

Commerce Hub includes all the tools and integrations necessary to manage payments in HubSpot.  Request and 
collect payments, streamline subscriptions, and increase efficiency with automation and reporting.

System Boundaries

A system is designed, implemented, and operated to achieve specific business objectives in accordance with 
management-specified requirements.  The purpose of the system description is to delineate the boundaries of the 
system, which includes the services outlined above and the five components described below: infrastructure, 
software, people, procedures, and data.

Included within the scope of this report are controls over systems and subprocessors supporting functionality 
(including AI-powered features and functionality) within the covered services that have publicly launched in general 
availability.

Excluded from the scope of this report are security controls under the purview of the third-party data center 
colocation facilities.  Currently, alpha and beta systems are excluded from the scope of this report; however, they 
are supported by HubSpot’s core infrastructure.

Principal Service Commitments and System Requirements

HubSpot designs its processes and procedures related to the HubSpot Platform to meet its objectives for its 
HubSpot Platform services.  Those objectives are based on the service commitments that HubSpot makes to user 
entities, the laws and regulations that govern the provision of the HubSpot Platform services, and the financial, 
operational, and compliance requirements that HubSpot has established for the services.  The HubSpot Platform 
services are subject to the relevant regulatory and industry information and data security requirements in which 
HubSpot operates.
  
Security, availability, and confidentiality commitments to user entities are documented and communicated in 
customer agreements and in the Data Processing Agreement, which is published online.  The principal security, 
availability, and confidentiality commitments are standardized, and include, but are not limited to, the following:
  

powered content tools enable businesses to create and powered content tools enable businesses to create and 
manage new and existing web content while also personalizing their websites for different visitors and optimizing manage new and existing web content while also personalizing their websites for different visitors and optimizing 

Content Hub can be purchased as a standalone Content Hub can be purchased as a standalone 
Features include: website pages, Features include: website pages, 

business blogging, smart content, landing pages and forms, SEO tools, forms and lead flow, web analytics reporting, business blogging, smart content, landing pages and forms, SEO tools, forms and lead flow, web analytics reporting, 

Ops Hub is an operations software that lets users easily sync, clean, and curate customer data, and automate Ops Hub is an operations software that lets users easily sync, clean, and curate customer data, and automate 
Ops Hub enables entire teams to stay aligned with a clean, connected source of truth for Ops Hub enables entire teams to stay aligned with a clean, connected source of truth for 

Features include: programmable automation, data sync, data curation, and data quality tools.Features include: programmable automation, data sync, data curation, and data quality tools.

Commerce Hub includes all the tools and integrations necessary to manage payments in HubSpot.Commerce Hub includes all the tools and integrations necessary to manage payments in HubSpot.
collect payments, streamline subscriptions, and increase efficiency with automation and reporting.collect payments, streamline subscriptions, and increase efficiency with automation and reporting.

A system is designed, implemented, and operated to achieve specific business objectives in accordance with A system is designed, implemented, and operated to achieve specific business objectives in accordance with 
specified requirements.  The purpose of the system description is to delineate the boundaries of the specified requirements.  The purpose of the system description is to delineate the boundaries of the 

system, which includes the services outlined above and the five components described below: infrastructure, system, which includes the services outlined above and the five components described below: infrastructure, 

Included within the scope of this report are controls over systems and subprocessors supporting functionality Included within the scope of this report are controls over systems and subprocessors supporting functionality 
powered features and functionality) within the covered services that have publicly launched in general powered features and functionality) within the covered services that have publicly launched in general 

Excluded from the scope of this report are security controls under the purview of the thirdExcluded from the scope of this report are security controls under the purview of the third
colocation facilities.  Currently, alpha and beta systems are excluded from the scope of this report; however, they colocation facilities.  Currently, alpha and beta systems are excluded from the scope of this report; however, they 
are supported by HubSpot’s core infrastructure.are supported by HubSpot’s core infrastructure.

Principal Service Commitments and System RequirementsPrincipal Service Commitments and System Requirements

HubSpot designs its processes and procedures related to the HubSpot Platform to meet its objectives for its HubSpot designs its processes and procedures related to the HubSpot Platform to meet its objectives for its 
HubSpot Platform services.HubSpot Platform services.
entities, the laws and regulations that govern the provision of the HubSpot Platform services, and the financial, entities, the laws and regulations that govern the provision of the HubSpot Platform services, and the financial, 
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Security

 Maintain administrative and logical safeguards to protect the security and integrity of the HubSpot Platform 
and customer data in accordance with HubSpot’s security requirements.

 Use formal access management processes for the request, review, approval, and provisioning of HubSpot 
personnel with access to production systems.

 Use formal HR processes including: security awareness training, security and acceptable use policy, and 
a formal code of conduct.

 Use commercial industry standard secure encryption methods to protect customer data at rest and in transit.

 Maintain secure software development processes to help ensure consistent quality that goes across policy, 
people, processes, and technology.

 Employ a dedicated product security incident response team that follows industry best practices in 
managing and responding to security vulnerabilities to minimize customers’ risk of exposure.

 Maintain anti-virus protection, perform vulnerability scanning, and conduct periodic penetration testing to 
detect and prevent security vulnerabilities from being introduced into production systems.

 Use Web Application Firewall (WAF) solutions to protect hosted customer websites and other internet-
accessible applications.

Availability

 Employ infrastructure providers who use commercially reasonable efforts to help ensure a minimum of 
99.95% uptime.  The providers maintain a minimum of N+1 redundancy to power, network, and heating, 
ventilation, and air conditioning (HVAC) services.  

 Use backup and replication strategies that are designed to help ensure redundancy and fail-over protections 
during a significant processing failure.  

 Maintain and regularly test disaster recovery plans to help ensure availability of information following 
interruption to, or failure of, critical business processes.

  
Confidentiality

 Maintain customer data as confidential and not disclose information to any unauthorized parties without 
written consent and notify customers should there be a breach of their data.

 Delete or return customer data upon contract termination or expiration in accordance to specified 
timeframes set out in the customer agreements.

 Delete customer data outside of scheduled data disposal periods upon request.  
  
HubSpot establishes operational requirements that support the achievement of the principal service commitments, 
relevant laws and regulations, and other system requirements.  
  
Such requirements are communicated in HubSpot’s system policies and procedures, system design documentation, 
and contracts with customers. Information security policies define an organization-wide approach to how systems 
and data are protected. These policies include ones around how the service is designed and developed, how the 
system is operated, how the internal business systems and networks are managed and how employees are hired, 
trained, and managed.  In addition to these policies, standard operating procedures have been documented on how 
to carry out specific manual and automated processes required in the operation and development of the HubSpot 
Platform.
  
In accordance with HubSpot’s assertion and the description criteria, the aforementioned service commitments and 
requirements are those principal service commitments and requirements common to the broad base of users of the 
system and may therefore not fully address the specific service commitments and requirements made to system 
users individually.

Maintain secure software development processes to help ensure consistent quality that goes across policy, Maintain secure software development processes to help ensure consistent quality that goes across policy, 

Employ a dedicated product security incident response team that follows industry best practices in Employ a dedicated product security incident response team that follows industry best practices in 
managing and responding to security vulnerabilities to minimize customers’ risk of exposure.managing and responding to security vulnerabilities to minimize customers’ risk of exposure.

virus protection, perform vulnerability scanning, and conduct periodic penetration testing to virus protection, perform vulnerability scanning, and conduct periodic penetration testing to 
detect and prevent security vulnerabilities from being introduced into production systems.detect and prevent security vulnerabilities from being introduced into production systems.

Use Web Application Firewall (WAF) solutions to protect hosted customer websites and other internetUse Web Application Firewall (WAF) solutions to protect hosted customer websites and other internet

Employ infrastructure providers who use commercially reasonable efforts to help ensure a minimum of Employ infrastructure providers who use commercially reasonable efforts to help ensure a minimum of 
The providers maintain a minimum of N+1 redundancy to power, network, and heating, The providers maintain a minimum of N+1 redundancy to power, network, and heating, 

Use backup and replication strategies that are designed to help ensure redundancy and failUse backup and replication strategies that are designed to help ensure redundancy and fail

Maintain and regularly test disaster recovery plans to help ensure availability of information following Maintain and regularly test disaster recovery plans to help ensure availability of information following 
interruption to, or failure of, critical business processes.interruption to, or failure of, critical business processes.

Maintain customer data as confidential and not disclose information to any unauthorized parties without Maintain customer data as confidential and not disclose information to any unauthorized parties without 
written consent and notify customers should there be a breach of their data.written consent and notify customers should there be a breach of their data.

Delete or return customer data upon contract termination or expiration in accordance to specified Delete or return customer data upon contract termination or expiration in accordance to specified 
timeframes set out in the customer agreements.timeframes set out in the customer agreements.

Delete customer data outside of scheduled data disposal periods upon request.Delete customer data outside of scheduled data disposal periods upon request.

HubSpot establishes operational requirements that support the achievement of the principal service commitments, HubSpot establishes operational requirements that support the achievement of the principal service commitments, 
relevant laws and regulations, and other system requirements.relevant laws and regulations, and other system requirements.

Such requirements are communicated in HubSpot’s system policies and procedures, system design documentation, Such requirements are communicated in HubSpot’s system policies and procedures, system design documentation, 
and contracts with customersand contracts with customers.

These policies include ones around how the service is designed and developed, how the These policies include ones around how the service is designed and developed, how the 
system is operated, how the internal business systems and networks are managed and how employees are hired, system is operated, how the internal business systems and networks are managed and how employees are hired, 
trained, and managed. In addition to these policies, standard operating procedures have been documented on how In addition to these policies, standard operating procedures have been documented on how 
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Infrastructure and Software

HubSpot uses cloud storage and compute services from Amazon Web Services (AWS) and Google Cloud Platform 
(GCP), and data center hosting services from TierPoint, LLC.  HubSpot does not own or maintain hardware located 
in the AWS and GCP data centers and operates under a shared security responsibility model, where AWS and 
GCP are responsible for the security of the underlying cloud infrastructure (i.e., physical infrastructure, geographical 
regions, availability zones, edge locations, operating, managing and controlling the components from the host 
operating system, virtualization layer and storage) and HubSpot is responsible for securing the application platform 
deployed in AWS and GCP (i.e., applications, identity access management, operating system and network virtual 
security groups configuration, network traffic, server-side encryption). HubSpot also does not own or maintain 
hardware located in the TierPoint data center and does not own any of the underlying infrastructure.  Production 
servers and client-facing applications are logically and physically secured from HubSpot’s internal corporate 
information systems.
  
A combination of internally-developed, externally-supported, and wholly-purchased applications support the 
HubSpot application platform, and is summarized as follows:

 The production infrastructure is centralized in AWS and GCP cloud hosting facilities and is managed by the 
HubSpot engineering team.

 The application platform utilizes containerized applications in a clustered environment for many services 
for security and reliability.

 Infrastructure Automation services are used to deploy and manage the lifecycle of public cloud instances
with appropriate configuration and to prevent configuration drift. 

 The job scheduler platform manages data feeds that run continuously, on-demand, or on a configured 
schedule.

 Automated segregation of duties (SoD) tools utilize branch protections in GitHub to enforce independent 
peer review and sign-off on high-risk changes as well as to perform evaluation tasks to detect potential 
security changes in a pull request before it is eligible for deployment to production.

 HubSpot’s compliance system hosts, aggregates, and reports on access, change, and employee events.

 Multiple security zones are utilized to segment and administer the production environment.
  
HubSpot’s core infrastructure is spread across multiple availability zones, with data centers in the United States 
(US), European Union (EU), Canada, and Australia.  HubSpot’s Infrastructure team monitors the performance of 
infrastructure resources and provides additional resources as capacity requires.
  
HubSpot has selected several vendors to provide important aspects of the application hosting framework used to 
support a robust cloud infrastructure for HubSpot applications.  The production stack leverages the following 
services, provided by third parties:  

 AWS: Core cloud hosting infrastructure based on AWS

 GCP: Supplemental cloud hosting infrastructure based on GCP  

 Single Sign-On (SSO)

 Cloud based data warehousing: Customer reporting across data sets
  
These vendors help provide the platform with secure and reliable access to users, manageability by system 
administrators, and seamless upgradeability.  

People

The following groups contribute to the management and oversight of our internal control environment:  

 Board of Directors – responsible for overseeing the business on behalf of shareholders.

hardware located in the TierPoint data center and does not own any of the underlying infrastructure.hardware located in the TierPoint data center and does not own any of the underlying infrastructure.
facing applications are logically and physically secured from HubSpot’s internal corporate facing applications are logically and physically secured from HubSpot’s internal corporate 

purchased applications support the purchased applications support the 

The production infrastructure is centralized in AWS and GCP cloud hosting facilities and is managed by the The production infrastructure is centralized in AWS and GCP cloud hosting facilities and is managed by the 

The application platform utilizes containerized applications in a clustered environment for many services The application platform utilizes containerized applications in a clustered environment for many services 

Infrastructure Automation services are used to deploy and manage the lifecycle of public cloud instancesInfrastructure Automation services are used to deploy and manage the lifecycle of public cloud instances
with appropriate configuration and to prevent configuration drift. 

The job scheduler platform manages data feeds that run continuously, onThe job scheduler platform manages data feeds that run continuously, on

Automated segregation of duties (SoD) tools utilize branch protections in GitHub to enforce independent Automated segregation of duties (SoD) tools utilize branch protections in GitHub to enforce independent 
risk changes as well as to perform evaluation tasks to detect potential risk changes as well as to perform evaluation tasks to detect potential 

eligible for deployment to production.eligible for deployment to production.

HubSpot’s compliance system hosts, aggregates, and reports on access, change, and employee events.HubSpot’s compliance system hosts, aggregates, and reports on access, change, and employee events.

Multiple security zones are utilized to segment and administer the production environment.Multiple security zones are utilized to segment and administer the production environment.

HubSpot’s core infrastructure is spread across multiple availability zones, with data centers in the United States HubSpot’s core infrastructure is spread across multiple availability zones, with data centers in the United States 
(US), European Union (EU), Canada, and Australia.(US), European Union (EU), Canada, and Australia.
infrastructure resources and provides additional resources as capacity requires.infrastructure resources and provides additional resources as capacity requires.

HubSpot has selected several vendors to provide important aspects of the application hosting framework used to HubSpot has selected several vendors to provide important aspects of the application hosting framework used to 
support a robust cloud infrastructure for HubSpot applications.support a robust cloud infrastructure for HubSpot applications.

AWS: Core cloud hosting infrastructure based on AWSAWS: Core cloud hosting infrastructure based on AWS

GCP: Supplemental cloud hosting infrastructure based on GCPGCP: Supplemental cloud hosting infrastructure based on GCP

On (SSO)On (SSO)

Cloud based data warehousing: Customer reporting across data setsCloud based data warehousing: Customer reporting across data sets

These vendors help provide the platform with secure and reliable access to users, manageability by system These vendors help provide the platform with secure and reliable access to users, manageability by system 
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 Executive Leadership – responsible for overseeing company-wide activities, establishing and 
accomplishing goals, and overseeing objectives.

 Systems Operations – responsible for managing and supporting HubSpot’s corporate network and 
infrastructure.

 Legal – responsible for overseeing all legal matters affecting HubSpot, developing team strategy, and 
advising senior leadership.

 Internal Audit - Comprised of Internal Audit and Enterprise Risk:

o Internal Audit – responsible for independent, objective assurance and consulting services designed 
to add value and improve HubSpot’s operations.

o Enterprise Risk – responsible for ensuring risks to the business are identified and effectively 
managed throughout the growth and evolution of the company.

 PeopleOps – responsible for developing and implementing HR policies, practices, and processes with a 
focus on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation, 
employee benefits, performance management, employee relations and training, and development).

 Engineering (Compliance Assurance) – responsible for identifying and monitoring technology risks, 
managing the assessment and mitigation of said risks and enforcing compliance of security issues and 
incidents throughout the service delivery infrastructure.

 Engineering (Product) – responsible for developing applications and services that compose the HubSpot 
Platform.  

 Engineering (Platform Infrastructure) – responsible for managing and supporting tooling to build, deploy, 
run, and monitor the microservices and frontends that make up the HubSpot Platform.

 Engineering (Security) – responsible for managing and supporting tooling around the authentication, 
authorization, and provisioning for both internal use as well as for third-party cloud providers.      Responsible 
for identifying, detecting, assessing, responding, and remediating security risks and incidents.

 Engineering (Data Infrastructure) – responsible for managing and supporting HubSpot’s unified data 
platform.  

 Customer Services – responsible for supporting and onboarding customers.

 Customer Support – responsible for providing technical support for customers to assist with the proper use 
of the HubSpot platform.  

Procedures

Authentication and Authorization

Access to HubSpot internal systems is protected by multiple authentication layers.  A valid unique username and 
password is required to access the HubSpot corporate network.  To access key in-scope systems from outside the 
office, HubSpot personnel are required to first connect via encrypted remote access tools or Identity Aware Proxy 
(IAP) system using a username and password with non-replayable multi-factor authentication (MFA).  The corporate 
platform is managed through AD and many key systems are integrated with AD.  HubSpot employees are able to 
access the integrated systems through SSO.  The engineering environment is logically segregated from the 
corporate environment and provides HubSpot personnel access to product infrastructure.  Authentication to the 
product infrastructure is managed through an IDAM system. Authentication to the IDAM follows the same process 
of authenticating through a unique username and password as when in the HubSpot office.  When accessing the 
IDAM remotely, a secure remote connection and MFA are required. Once authenticated, HubSpot personnel can 
access production systems.  The authentication of each integrated system to the IDAM can vary, where certain 
systems are configured with a lightweight directory access protocol (LDAP) binding to the IDAM, while others use 
a privileged access management tool requiring an active IDAM account with specific group memberships.  AWS 
requires a separate username and password paired with MFA.  Tokens for application access to the secrets 
management system are distributed via the Infrastructure Automation system.
  

responsible for ensuring risks to the business are identified and effectively responsible for ensuring risks to the business are identified and effectively 

responsible for developing and implementing HR policies, practices, and processes with a responsible for developing and implementing HR policies, practices, and processes with a 
focus on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation, focus on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation, 

relations and training, and development).relations and training, and development).

responsible for identifying and monitoring technology risks, responsible for identifying and monitoring technology risks, 
managing the assessment and mitigation of said risks and enforcing compliance of security issues and managing the assessment and mitigation of said risks and enforcing compliance of security issues and 

responsible for developing applications and services that compose the HubSpot responsible for developing applications and services that compose the HubSpot 

responsible for managing and supporting tooling to build, deploy, responsible for managing and supporting tooling to build, deploy, 
run, and monitor the microservices and frontends that make up the HubSpot Platform.run, and monitor the microservices and frontends that make up the HubSpot Platform.

responsible for managing and supporting tooling around the authentication, responsible for managing and supporting tooling around the authentication, 
authorization, and provisioning for both internal use as well as for thirdauthorization, and provisioning for both internal use as well as for third
for identifying, detecting, assessing, responding, and remediating security risks and incidents.for identifying, detecting, assessing, responding, and remediating security risks and incidents.

responsible for managing and supporting HubSpot’s unified data responsible for managing and supporting HubSpot’s unified data 

responsible for supporting and onboarding customers.responsible for supporting and onboarding customers.

responsible for providing technical support for customers to assist with the proper use responsible for providing technical support for customers to assist with the proper use 

Access to HubSpot internal systems is protected by multiple authentication layers.Access to HubSpot internal systems is protected by multiple authentication layers.
password is required to access the HubSpot corporate network.password is required to access the HubSpot corporate network.
office, HubSpot personnel are required to first connect via encrypted remote access tools or Identity Aware Proxy office, HubSpot personnel are required to first connect via encrypted remote access tools or Identity Aware Proxy 
(IAP) system using a username and password with non(IAP) system using a username and password with non
platform is managed through platform is managed through 
access the integrated systems through SSO.access the integrated systems through SSO.
corporate environment and provides HubSpot personnel access to product infrastructurecorporate environment and provides HubSpot personnel access to product infrastructure
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Management has restricted administrative access privileges within the production environment to authorized 
personnel.  Administrative access to each in-scope system may be derived from assignment to privileged groups 
in AD or the IDAM; however, certain systems are restricted from having continuous administrative access.  For 
these systems, a Just-In-Time Access (JITA) process is in place to request temporary administrative access for the 
purpose of performing job duties.  Each JITA request is documented, tracked, and reviewed.  Access is temporarily 
allowed and activity is logged for high risk actions performed during the session.  After the configured session limit, 
access to the account expires and is automatically revoked.
  
A privileged access management (PAM) system is used to control access to secrets and passwords associated 
with service accounts, integrations, and interactive administrative accounts on supporting systems outside of the 
production Product environment.  The PAM system permits members of small, trusted teams to access these 
secrets and passwords on a temporary basis which is preceded by an approved request.  Access attempts are 
logged and the activity is monitored & reviewed retroactively.
  
Access Requests and Access Revocation

Processes have been established by HubSpot to manage user access requests, modifications, and deletions.  The 
process varies based on the type of access needed and whether the system is related to corporate or product 
infrastructure.  Administrative and high-risk access is either pre-authorized based on the employee’s functional role 
in the Company or authorized through an in-workflow approval prior to provisioning.  Users requesting a modification 
for additional access will follow the same process.
  
New access is detected automatically by the compliance system and, if appropriate, routed to the appropriate 
personnel for retroactive approval as well.  Additionally, user access and permissions to the key in-scope systems 
are reviewed semi-annually to help ensure that only authorized individuals have access to key in-scope systems 
and that the access granted to these users is necessary for their job function.  The same access review and re-
approval process is automatically triggered when employees transfer to new roles, as reported in the HubSpot 
Human Resources Management System (HRMS).  

Logical and physical access removal to the in-scope systems upon employee termination is also triggered 
automatically based on the integration with the HubSpot HRMS.  If automated access removal is not technically 
possible, an automated notification is sent to the team responsible for access management requesting access 
removal.  
  
Network and Data Security

Multiple access control lists (ACLs) are in place to protect the production network and are utilized to restrict access 
and filter unauthorized traffic.  Restrictions are put in place for certain traffic to pass through the firewall to 
communicate with the production servers.  Each firewall is configured to deny connections that are not explicitly 
authorized by the security groups ruleset.  In addition, the firewall rulesets are reviewed on an annual basis to help 
ensure that only necessary connections are configured.  The reviews certify that the implemented firewall policies 
and rules function as intended.  A WAF solution is also in place to protect hosted customer websites and other 
internet-accessible applications.  The WAF is designed to identify and prevent attacks against publicly available 
network services.  Instances within the HubSpot production environment are hardened in accordance with 
applicable benchmark settings issued by the Center for Internet Security (CIS).  Operating systems used in 
production are scanned on a monthly basis for compliance against the CIS benchmark.
  
To further protect the network, endpoint detection and response solutions are installed on the company-owned 
laptops and corporate network Windows/Linux servers.  The endpoint detection and response solutions are 
configured to detect and prevent malicious activity on registered endpoints, including scanning for and blocking 
access to malicious content and execution of high-risk applications.  Endpoints are configured for full disk encryption 
and to time-out a user’s session after 20 minutes of inactivity.  Security checks are also performed on company and 
personal (BYOD) endpoints attempting to connect to the SSO provider.  Devices that do not meet security standards 
are blocked from logging into the SSO provider.  Encryption is also utilized on web servers for web communication 
sessions.  Additionally, an email security solution is used to monitor for and block malicious email, and scan for 
malicious URLs and attachments within emails.  HubSpot also performs periodic phishing simulation exercises to 
refresh and reinforce employee training and awareness of phishing attacks.
  
To protect customer data, HubSpot stores data on encrypted disks where access to the cryptographic keys is 
restricted to authorized personnel.  Data residing both in AWS and in GCP is encrypted at rest.

The PAM system permits members of small, trusted teams to access these The PAM system permits members of small, trusted teams to access these 
secrets and passwords on a temporary basis which is preceded by an approved requestsecrets and passwords on a temporary basis which is preceded by an approved request.  .  Access attempts are 

Processes have been established by HubSpot to manage user access requests, modifications, and deletions.Processes have been established by HubSpot to manage user access requests, modifications, and deletions.
process varies based on the type of access needed and whether the system is related to corporate or product process varies based on the type of access needed and whether the system is related to corporate or product 

authorized based on the employee’s functional role authorized based on the employee’s functional role 
workflow approval prior to provisioning.workflow approval prior to provisioning.

New access is detected automatically by the compliance system and, if appropriate, routed to the appropriate New access is detected automatically by the compliance system and, if appropriate, routed to the appropriate 
Additionally, user access and permissions to the key inAdditionally, user access and permissions to the key in

annually to help ensure that only authorized individuals have access to key inannually to help ensure that only authorized individuals have access to key in
and that the access granted to these users is necessary for their job funcand that the access granted to these users is necessary for their job func
approval process is automatically triggered when employees transfer to new roles, as reported in the HubSpot approval process is automatically triggered when employees transfer to new roles, as reported in the HubSpot 

scope systems upon employee termination is also triggered scope systems upon employee termination is also triggered 
automatically based on the integration with the HubSpot HRMS.automatically based on the integration with the HubSpot HRMS.
possible, an automated notification is sent to the team responsible for access management requesting access possible, an automated notification is sent to the team responsible for access management requesting access 

Multiple access control lists (ACLs) are in place to protect the production network and are utilized to restrict access Multiple access control lists (ACLs) are in place to protect the production network and are utilized to restrict access 
Restrictions are put in place for certain traffic to pass through the firewall to Restrictions are put in place for certain traffic to pass through the firewall to 

communicate with the production servers.communicate with the production servers.  Each firewall is configured to deny connections that are not explicitly Each firewall is configured to deny connections that are not explicitly 
authorized by the security groups ruleset.authorized by the security groups ruleset.    In addition, the firewall rulesets are reviewed on an annual basis to help In addition, the firewall rulesets are reviewed on an annual basis to help 
ensure that only necessary connections are configured.ensure that only necessary connections are configured.

A WAF solution is also in place to protect hosted customer websites and other A WAF solution is also in place to protect hosted customer websites and other 
The WAF is designed to identify and prevent attacks against publicly available The WAF is designed to identify and prevent attacks against publicly available 

Instances within the HubSpot production environment are hardened in accordance with Instances within the HubSpot production environment are hardened in accordance with 
applicable benchmark settings issued by the Center for Internet Security (CIS).applicable benchmark settings issued by the Center for Internet Security (CIS).
production are scanned on a monthly basis for compliance against the CIS benchmark.production are scanned on a monthly basis for compliance against the CIS benchmark.

To further protect the network, endpoint detection and response solutions are installed on the companyTo further protect the network, endpoint detection and response solutions are installed on the company
laptops and corporate network Windows/Linux servers.laptops and corporate network Windows/Linux servers.
configured to detect and prevent malicious activity on registered endpoints, including scanning for and blocking configured to detect and prevent malicious activity on registered endpoints, including scanning for and blocking 
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Media Handling and Disposal of Data

Asset disposal procedures are in place to guide personnel in disposing of technology equipment when they reach 
the end of their life.  HubSpot relies on disk encryption and the established AWS and GCP secure media disposal 
processes to help ensure safe decommissioning.
  
HubSpot maintains a data subject request form for requests from customers and prospects regarding data deletion, 
portability, and general inquiries.  The HubSpot Legal and Compliance team monitors and tracks the requests 
through completion.  Datastores that contain customer data are configured to listen for message streams that 
indicate a deletion request and delete the data.  This configuration is monitored, and any discrepancies in 
configuration will generate a ticket for investigation and remediation.
  
Change Management

The HubSpot system development process is a formalized, process-driven approach intended to maintain the 
stability of production systems.  This process dictates how changes to HubSpot-developed systems are 
documented, tested, reviewed, approved, and deployed. Program change documents and security best practices 
are documented on the HubSpot intranet and within the Engineering documentation repository.  
  
HubSpot follows a standard GitHub Pull Request development process for internally developed high-risk system 
changes wherein engineers create feature branches, work on them until a change is ready to be released, and then 
create a pull request.  The pull request is used as a mechanism to seek feedback from other engineers, acquire 
approvals for high-risk changes, and discuss any changes before the code is merged back into the master branch 
of the code repository.  HubSpot uses a combination of GitHub features such as status checks and protected 
branches to automatically enforce a series of checks that must be completed before a pull request is eligible to be 
merged into the master branch.  Checks include code review, testing (where applicable), and merge approval from 
an engineer who did not author the change or commit the code.  To automate the deploy process, continuous 
integration and deploy tools are used, including building, testing, tagging, versioning and releasing deployable 
artifacts to production.  Access to implement changes into the production environment is restricted to authorized 
personnel and segregated from the development environment. For internally developed changes, only signed 
deployables are allowed to run in the production environment.
  
Emergency changes follow a similar process to standard development with the exception that approvals do not 
need to be provided in advance of a production deployment.  In an emergency scenario, engineers have the ability 
to “self-sign” their code which will trigger the creation of an incident in HubSpot’s compliance system. Each such 
incident requires retroactive review and approval by Engineering management.
  
HubSpot utilizes a configuration management tool to help ensure baseline configurations are consistently applied.  
In the event that a production server deviates from the baseline configuration, it will be overwritten with the baseline 
configuration within 30 minutes.
  
Manual/third-party system configuration changes are authorized, designed, developed, and managed through 
change ticket approval workflows or compliance system review workflows.
  
Data Backup and Disaster Recovery (DR)

Key systems are backed up on a regular basis with established schedules and frequencies.  Backups are monitored 
for successful execution, and alerts are generated in the event of an unsuccessful execution.  Failure alerts are 
escalated, investigated, and resolved.  
  
Data is backed up at least daily, and most data is backed up more frequently to AWS in order to permit the 
resumption of operations in the event of a disaster.  Monitoring is in place and alerts automatically inform the 
responsible team if the replication job fails so teams can triage.  Additionally, backups are copied periodically to an 
alternate AWS region located within the jurisdiction of the primary AWS data center to help ensure recovery in the 
event of a complete regional outage.
  
HubSpot has a disaster recovery plan that details how the Company sustains internal corporate and product 
infrastructure in the event of a disaster. The disaster recovery plan is documented, updated, and tested annually.   

driven approach intended to maintain the driven approach intended to maintain the 
This process dictates how changes to HubSpotThis process dictates how changes to HubSpot

Program change documents and security best practices Program change documents and security best practices 
are documented on the HubSpot intranet and within the Engineering documentation repository.are documented on the HubSpot intranet and within the Engineering documentation repository.

HubSpot follows a standard GitHub Pull Request development process for internally developed highHubSpot follows a standard GitHub Pull Request development process for internally developed high
changes wherein engineers create feature branches, work on them until a change is ready to be released, and then changes wherein engineers create feature branches, work on them until a change is ready to be released, and then 

The pull request is used as a mechanism to seek feedback from other engineers, acquire The pull request is used as a mechanism to seek feedback from other engineers, acquire 
risk changes, and discuss any changes before the code is merged back into the master branch risk changes, and discuss any changes before the code is merged back into the master branch 

HubSpot uses a combination of GitHub features such as status checks and protected HubSpot uses a combination of GitHub features such as status checks and protected 
branches to automatically enforce a series of checks that must be completed before a pull request is eligible to be branches to automatically enforce a series of checks that must be completed before a pull request is eligible to be 

Checks include code review, testing (where applicable), and merge approval from Checks include code review, testing (where applicable), and merge approval from 
an engineer who did not author the change or commit the code.an engineer who did not author the change or commit the code.  
integration and deploy tools are used, including building, testing, tagging, versioning and releasing deployable integration and deploy tools are used, including building, testing, tagging, versioning and releasing deployable 

Access to implement changes into the production environment is restricted to authorized Access to implement changes into the production environment is restricted to authorized 
personnel and segregated from the development environmentpersonnel and segregated from the development environment
deployables are allowed to run in the production environment.deployables are allowed to run in the production environment.

Emergency changes follow a similar process to standard development with the exception that approvals do not Emergency changes follow a similar process to standard development with the exception that approvals do not 
need to be provided in advance of a production deployment.need to be provided in advance of a production deployment.

sign” their code which will trigger the creation of an incident in HubSpot’s compliance systemsign” their code which will trigger the creation of an incident in HubSpot’s compliance system
incident requires retroactive review and approval by Engineering management.incident requires retroactive review and approval by Engineering management.

HubSpot utilizes a configuration management tool to help ensure baseline configurations are consistently applied.HubSpot utilizes a configuration management tool to help ensure baseline configurations are consistently applied.
In the event that a production server deviates from the baseline configuration, it will be overwritten with the baseline In the event that a production server deviates from the baseline configuration, it will be overwritten with the baseline 

party system configuration changes are authorized, designed, developed, and managed through party system configuration changes are authorized, designed, developed, and managed through 
change ticket approval workflows or compliance system review workflows.change ticket approval workflows or compliance system review workflows.

Data Backup and Disaster Recovery (DR)Data Backup and Disaster Recovery (DR)

Key systems are backed up on a regular basis with established schedules and frequencies.Key systems are backed up on a regular basis with established schedules and frequencies.
for successful execution, and alerts are generated in the event of an unsuccessful execution.for successful execution, and alerts are generated in the event of an unsuccessful execution.
escalated, investigated, and resolved.escalated, investigated, and resolved.

Data is backed up at least daily, and most data is backed up more frequently to AWS in order to permit the 
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Each system has mapped-out recovery test steps and is tested against a predefined Recovery Time Objective 
(RTO) and Recovery Point Objective (RPO).  Disaster recovery testing methods include:  

 Desk check – stakeholders review the content of a disaster recovery plan.

 Automated Backup Testing – a scheduled job is developed to automate the restoration of a recent backup 
as a test of the recovery process.

 Table-top exercise – members of the disaster recovery team gather and roleplay a disaster scenario.

 Simulation test – support personnel meet while a disaster is simulated.
  
Incident Response

Data breach response and incident response policies and procedures are in place to manage unexpected incidents 
impacting the business and are provided to internal users to aid in identifying and reporting failures, incidents, 
concerns, and other complaints.  These procedures are reviewed and tested on an annual basis to help ensure 
they are effectively meeting business objectives.  
  
The identification of and response to a critical situation (CritSit) follows multiple steps.  When an event is first 
reported, the event is triaged and classified.  For events that are classified as incidents, personnel utilize a CritSit 
repository to document the incident and subsequent steps. Individuals are involved as necessary for containment, 
eradication, recovery, and corrective action to restore services and mitigate risks.  For each CritSit, a postmortem 
is run to identify actions that can be taken to prevent future outages.  Corrective measures or changes that occur 
because of CritSits and identified deficiencies follow the standard change control process.  
  
CritSits are classified by severity.  CritSits range from SEV-1 to SEV-5, and additionally include a SEV-NA category.  
A classification of SEV-1 is critical while SEV-5 is minor customer impact; SEV-NA indicates no customer impact.  
Triage and tactical members, including members of the Legal - Privacy, Security & Risk, Corporate Security, Trust 
& Safety and/or Infrastructure Security teams are notified when CritSits are further escalated as the result of 
potential or confirmed unauthorized access to HubSpot Product or Corporate infrastructure.  Potential and 
confirmed personal data breaches are managed through closure in a system that facilitates both legal and security 
responses and the documentation of any such breach.
  
System Monitoring

HubSpot utilizes monitoring software to help detect potential anomalous activity related to security, such as product 
abuse, malicious activity, and login/user anomalies, as well as availability-related issues.  Anomalous events are 
flagged within the software and organized by severity, time of appearance, and the search that detected them.
Each event is reviewed by the impacted system’s owning team and is tracked through closure.  If an event indicates 
significant Customer impact, a CritSit may be opened.  Anomalous activity has also been defined to include 
policy/configuration changes and anomalies in critical systems impacting the availability of the HubSpot product.
  
Additional system monitoring includes internal vulnerability scans over AWS, web application vulnerability scans 
over the HubSpot product, as well as penetration testing for HubSpot products and infrastructure.  Vulnerability 
scans are configured to scan for exploitable vulnerabilities on a daily basis.  Remediation tickets are automatically 
created from the vulnerability scans.  Findings from the vulnerability scans are triaged for false positives, and tickets 
are created for true vulnerabilities and monitored through resolution. Remediation tickets are created from the 
penetration testing report findings and are triaged and monitored through resolution.

response policies and procedures are in place to manage unexpected incidents response policies and procedures are in place to manage unexpected incidents 
impacting the business and are provided to internal users to aid in identifying and reporting failures, incidents, impacting the business and are provided to internal users to aid in identifying and reporting failures, incidents, 

These procedures are reviewed and tested on an annual basis to help ensure These procedures are reviewed and tested on an annual basis to help ensure 

The identification of and response to a critical situation (CritSit) follows multiple steps.The identification of and response to a critical situation (CritSit) follows multiple steps.
For events that are classified as incidents, personnel utilize a CritSit For events that are classified as incidents, personnel utilize a CritSit 

Individuals are involved as necessary for containment, Individuals are involved as necessary for containment, 
eradication, recovery, and corrective action to restore services and mitigate risks.eradication, recovery, and corrective action to restore services and mitigate risks.

Corrective measures or changes that occur Corrective measures or changes that occur 
because of CritSits and identified deficiencies follow the standard change control process.because of CritSits and identified deficiencies follow the standard change control process.
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Legal - - Privacy, Security & Risk, Corporate Security, Trust Privacy, Security & Risk, Corporate Security, Trust 
& Safety and/or Infrastructure Security teams are notified when CritSits are further escalated as the result of & Safety and/or Infrastructure Security teams are notified when CritSits are further escalated as the result of 
potential or confirmed unauthorized access to HubSpot Product or Corporate infrastrupotential or confirmed unauthorized access to HubSpot Product or Corporate infrastru
confirmed personal data breaches are managed through closure in a system that facilitates both legal and security confirmed personal data breaches are managed through closure in a system that facilitates both legal and security 
responses and the documentation of any such breach.responses and the documentation of any such breach.

HubSpot utilizes monitoring software to help detect potential anomalous activity related to security, such as product HubSpot utilizes monitoring software to help detect potential anomalous activity related to security, such as product 
abuse, malicious activity, and login/user anomalies, as well as availabilityabuse, malicious activity, and login/user anomalies, as well as availability
flagged within the software and organized by severity, time of appearance, and the search that detected themflagged within the software and organized by severity, time of appearance, and the search that detected them
Each event is reviewed by the impacted system’s owning team and is tracked through closure.Each event is reviewed by the impacted system’s owning team and is tracked through closure.
significant Customer impact, a CritSit may be opened.significant Customer impact, a CritSit may be opened.
policy/configuration changes and anomalies in critical systems impacting the availability of the HubSpot product.policy/configuration changes and anomalies in critical systems impacting the availability of the HubSpot product.

Additional system monitoring includes internal vulnerability scans over AWS, web application vulnerability scans Additional system monitoring includes internal vulnerability scans over AWS, web application vulnerability scans 
over the HubSpot product, as well as penetration testing for HubSpot products and infrastructure.over the HubSpot product, as well as penetration testing for HubSpot products and infrastructure.
scans are configured to scan for exploitable vulnerabilities on a daily basis.scans are configured to scan for exploitable vulnerabilities on a daily basis.
created from the vulnerability scans.created from the vulnerability scans.
are created for true vulnerabilities and monitored through resolutionare created for true vulnerabilities and monitored through resolution
penetration testing report findings and are triaged and monitored through resolution.penetration testing report findings and are triaged and monitored through resolution.
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Data

The following table describes the information used and supported by the system.

Data Used and Supported by the System

Data Description Data Reporting Classification

Customer contract information
Disaggregated / identified Customer 

contact data
Customer Intellectual Property or 

business data
Customer communications (chat 

transcripts, AI prompts, email bodies, 
email attachments, etc.)

Private Customer and Company 
Data

Restricted

Customer “Deal Data”
App usage data – Identified
Customer support requests

Online identifiers (IP addresses, 
cookie info, etc.) for HubSpot users
Aggregated / de-identified customer 

data
Metadata about customer 

communications (time, to/from, etc.)

Contact Insights and Browsing 
Information

Confidential

Customer names
Aggregated / de-identified HubSpot 

usage data
Anonymized Data Internal Only

Company names
Other general information

Public Data Public

Subservice Organizations

The cloud storage, compute services, and data center hosting services provided by AWS, GCP, and TierPoint were 
not included within the scope of this examination.  The following table presents the applicable Trust Services criteria 
that are intended to be met by controls at AWS, GCP, and TierPoint, alone or in combination with controls at 
HubSpot, and the types of controls expected to be implemented at AWS, GCP, and TierPoint to meet those criteria.

Control Activities Expected to be Implemented at Subservice Organizations
Applicable Trust 
Services Criteria

AWS and GCP are responsible for managing logical access to the underlying network, 
virtualization management, and storage devices for its cloud hosting services where 
HubSpot applications reside.

CC6.1 – CC6.3, 
CC6.6

AWS, GCP, and TierPoint are responsible for restricting physical access to data center 
facilities, backup media, and other system components including firewalls, routers, and 
servers.

CC6.4 – CC6.5

AWS and GCP are responsible for implementing controls for the transmission, 
movement, and removal of the underlying storage devices for its cloud hosting services 
where HubSpot systems reside.

CC6.7

AWS and GCP are responsible for monitoring anomalies that are indicative of natural 
disasters within the data centers as well as physical access to data center facilities, 
backup media, and other system components including firewalls, routers, and servers.

CC7.2

AWS, GCP, and TierPoint are responsible for restricting physical access to data center AWS, GCP, and TierPoint are responsible for restricting physical access to data center 
facilities, backup media, and other system components including firewalls, routers, and facilities, backup media, and other system components including firewalls, routers, and 

RestrictedRestricted

Contact Insights and Browsing Contact Insights and Browsing 

Anonymized DataAnonymized Data

Public DataPublic Data

services, and data center hostingservices, and data center hosting
not included within the scope of this examination.  The following table presents the applicable Trust Services criteria not included within the scope of this examination.  The following table presents the applicable Trust Services criteria 
that are intended to be met by controls at AWS, GCP, and TierPoint, alone or in combination with controls at that are intended to be met by controls at AWS, GCP, and TierPoint, alone or in combination with controls at 

, and the types of controls expected to be implemented at AWS, GCP, and TierPoint, and the types of controls expected to be implemented at AWS, GCP, and TierPoint

Expected to be Implemented at 

AWS and GCP are responsible for managing logical access to the underlying network, AWS and GCP are responsible for managing logical access to the underlying network, 
virtualization management, and storage devices for its cloud hosting services where virtualization management, and storage devices for its cloud hosting services where 
HubSpot applications reside.HubSpot applications reside.
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Control Activities Expected to be Implemented at Subservice Organizations
Applicable Trust 
Services Criteria

AWS, GCP, and TierPoint are responsible for ensuring the data center facility is 
equipped with environmental security safeguards and utilizing an environmental 
monitoring application to monitor for environmental events.

A1.2

Complementary Control Responsibilities at User Entities

HubSpot’s controls are designed to provide reasonable assurance that the principal service commitments and 
system requirements can be achieved without the implementation of complementary controls at user entities.  As a 
result, complementary user entity controls are not required, or significant, to achieve the principal service 
commitments and system requirements based on the applicable trust services criteria.

However, in order for user entities to benefit from the HubSpot Platform system and its controls, the following 
responsibilities should be considered by user entities:

# Control Responsibilities to be Considered by User Entities
Related Applicable 

Trust Services Criteria

1. User entities are responsible for implementing controls to ensure that 
identity and entitlement grants on their HubSpot instance are 
appropriately authorized prior to provisioning.

CC6.2 - CC6.3

2. User entities are responsible for enforcing multi-factor authentication 
(through HubSpot or Single Sign-On) to access their HubSpot portal and 
avoid simple password-based authentication.

CC6.1, CC6.6 - CC6.7

3. User entities are responsible for implementing controls to ensure that 
access is deprovisioned when users are no longer authorized to access 
their HubSpot portal.

CC6.2 - CC6.3

4. User entities are responsible for the integrity, accuracy, and 
completeness of data entered into HubSpot.

CC6.7

5. User entities are responsible for reviewing events in their portal logs and 
reporting suspicious account activity or potential security incidents to 
HubSpot.

CC6.6, CC6.8, CC7.1 - 
CC7.2

6. User entities are responsible for reviewing and authorizing third-party 
integrations, including those in the HubSpot Marketplace.

CC6.6

7. User entities are responsible for adhering to HubSpot’s terms of service. CC6.7

8. User entities are responsible for reviewing HubSpot's subprocessors
relevant to features used by the user entity and opting in to subprocessor 
change notifications.

CC9.2

Trust Services Criteria Not Applicable to the In-Scope System

All criteria within the security, availability, and confidentiality categories are applicable to the HubSpot Platform
system.  

User entities are responsible for reviewing HubSpot's subprocessorsUser entities are responsible for reviewing HubSpot's subprocessors
relevant to features used by the user entity and opting in to subprocessor relevant to features used by the user entity and opting in to subprocessor 

HubSpot’s controls are designed to provide reasonable assurance that the principal service commitments and HubSpot’s controls are designed to provide reasonable assurance that the principal service commitments and 
system requirements can be achieved without the implementation of complementary controls at user entities.  As a system requirements can be achieved without the implementation of complementary controls at user entities.  As a 
result, complementary user entity controls are not required, or significant, to achieve the principal service result, complementary user entity controls are not required, or significant, to achieve the principal service 
commitments and system requirements based on the applicable trust services criteria.commitments and system requirements based on the applicable trust services criteria.

ystem and its controls, the following ystem and its controls, the following 

Control Responsibilities to be Considered by User Entities

User entities are responsible for implementing controls to ensure that User entities are responsible for implementing controls to ensure that 
identity and entitlement grants on their HubSpot instance are identity and entitlement grants on their HubSpot instance are 

factor authentication factor authentication 
On) to access their HubSpot portal and On) to access their HubSpot portal and 

User entities are responsible for implementing controls to ensure that User entities are responsible for implementing controls to ensure that 
access is deprovisioned when users are no longer authorized to access access is deprovisioned when users are no longer authorized to access 

User entities are responsible for the integrity, accuracy, and User entities are responsible for the integrity, accuracy, and 
completeness of data entered into HubSpot.completeness of data entered into HubSpot.

User entities are responsible for reviewing events in their portal logs and User entities are responsible for reviewing events in their portal logs and 
reporting suspicious account activity or potential security incidents to reporting suspicious account activity or potential security incidents to 

User entities are responsible for reviewing and authorizing thirdUser entities are responsible for reviewing and authorizing third
integrations, including those in the HubSpot Marketplace.integrations, including those in the HubSpot Marketplace.

User entities are responsible for adhering to HubSpot’s terms of service.User entities are responsible for adhering to HubSpot’s terms of service.

change notifications.change notifications.

Trust Services Criteria Not Applicable to the InTrust Services Criteria Not Applicable to the In
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HubSpot Compliance FAQs 

Last Update: June 2025 

We get a number of questions about HubSpot’s compliance posture, and so have created 

this guide to address queries that come up frequently. For more information about 

HubSpot’s security, privacy, and compliance programs, please see the HubSpot Trust 

Center.  

SOC 2 Report 

1. What is new in our 2025 SOC 2 report? 

●​ HubSpot has added enhancements to several existing controls and added several 

net-new controls to the 2025 SOC 2 Type 2. These enhancements were made to 

strengthen HubSpot’s posture on security, availability, and confidentiality and to 

enhance customer trust and assurance that their data is protected. 

Control Activity Specified by the Service 
Organization 

Applicable Trust 
Services Criteria 

Change from 2023 
SOC 2 Type II 

Corporate and security policies are stored 
within a centralized repository and made 
available to employees. 

CC1.4 
 

CC2.2 
 

CC5.3 

Net-New Control 

Control owners or other responsible parties 
review and provide updates to key control 
narratives on a quarterly basis. The 
Compliance Assurance team reviews the 
suggested changes and updates the 
control narratives if applicable. 

CC4.1 Net-New Control 

Documented electronic session policies 
and procedures are in place that includes 
the termination of sessions after a 
predetermined time of inactivity. 

CC6.1 
 Net-New Control 

Security checks are performed on mobile 
devices and laptops prior to accessing 

CC6.7 
 Net-New Control 
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company systems and data. Non-compliant 
devices are blocked. 

CC6.8 

Disk encryption software is utilized on all 
workstations to help ensure that data is 
secured in the event that a workstation is 
lost or stolen. 

CC6.7 
 

CC6.8 
Net-New Control 

HubSpot runs a bug bounty program which 
allows external parties to identify and 
report vulnerabilities or bugs within the 
HubSpot product. Confirmed findings are 
tracked to remediation. 

CC7.1 
 

CC7.2 
Net-New Control 

Management requires full-time employees 
to complete the Code of Business Conduct 
and Ethics training as part of the employee 
onboarding process and annually 
thereafter. Legal personnel review the 
training log quarterly to help ensure that 
new hires completed the onboarding 
training within 90 days of hire and followed 
up on any exceptions. 

CC1.1 
Control updated 
(see bold for 
additions) 

 

●​ Our report covers all systems and subprocessors that support and deliver feature 

functionality for all features that have launched in General Availability (GA) on or 

before 4/30/2025. Features and functionality that have launched in GA on or before 

4/30/2025 (Including Breeze and our three new Regional Data Centers) are now 

covered by our report.  

○​ Note: Any features that were in alpha or beta as of 5/1/2025 are not covered 

under the scope of the report. Please refer to the Useful Resources section 

below for a link to subscribe to HubSpot Subprocessor updates. 

2. What is SOC 2 and what value does it bring to HubSpot? 
SOC stands for “Service Organization Control,” and its associated report is issued by an 

independent auditor. The independent auditor uses the SOC 2 framework to assess how 

well a service provider complies with one or more of the following trust principles: security, 

availability, confidentiality, processing integrity and privacy. The SOC 2 examination 

process is used to demonstrate that the service organization (in this case HubSpot) has 
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effective controls in place to reduce the risks associated with the delivery of products or 

services they provide. 

HubSpot has obtained a SOC 2 Type 2 report, which attests to the controls in place 

governing the availability, confidentiality, and security of customer data. These controls 

map to the Trust Service Principles (TSPs) established by the American Institute of Certified 

Public Accountants (AICPA). We invite our customers to review a copy of our SOC 2 Type 2 

report by downloading it from HubSpot Trust Center. 

3. What is the difference between SOC 2 Type 1 and SOC 2 Type 2 

report? 

The key difference between the two reports is that a SOC 2 Type 1 report verifies that the 

service provider has the right controls in place. A SOC 2 Type 2 report attests that the right 

controls are in place, and also that the controls operate effectively over time. We can see 

this difference in how each report is audited. A SOC 2 Type 1 report is audited at one 

specific point in time. A SOC 2 Type 2 report is audited over a period of time, typically six 

months or one year.  

4. Does HubSpot have a SOC 1 report? 

HubSpot does not currently offer a SOC 1 report. However, a SOC 2 Type 2 report covers a 

number of related (and at times, overlapping) IT risks. Please refer to the HubSpot Trust 

Center to obtain our SOC 2 Type 2 report.  

5. What is the difference between a SOC 2 report and a SOC 3 

report? 

The key difference between a SOC 2 and a SOC 3 report is the level of detail and 

accessibility of the information provided. 

A SOC 2 report is a more comprehensive examination of an organization's internal controls 

related to security, availability, confidentiality, processing integrity, and/or privacy. A SOC 2 

report is more detailed and provides a more comprehensive understanding of an 

organization's controls. SOC 2 reports are issued to the organization being audited and can 

be requested from the organization, but are not generally available to the public. 
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On the other hand, a SOC 3 report is a simplified version of the SOC 2 report and provides 

only a summary of the organization's controls and processes. It focuses on the 

organization's controls at a high-level, without providing the same level of detail as the 

SOC 2 report. SOC 3 reports are typically made available to the public.  

6. Does HubSpot have a SOC 3 report? 

Yes. The SOC 3 report can be downloaded from the HubSpot Trust Center.  

7. When is the SOC 2 report released? 

HubSpot SOC 2 reports are usually released on an annual basis. The availability of the new 

report depends upon the audit period. HubSpot's most current SOC 2 report can be found 

in the HubSpot Trust Center. You can subscribe to the Trust Center updates within the Trust 

Center and be notified when new reports are released.  

8. What period of time does the SOC 2 report cover and does it 

expire? 

SOC 2 Type 2 reports cover a specific lookback period, typically a year.  For HubSpot’s 

report, the lookback period is May 1 - April 30.  Once the period ends, the audit begins 

and takes a few months, and then the new report is released. SOC 2 reports don't "expire," 

because they are always going to cover a previous time period. Please see FAQ #8 for more 

information.  

9. What is a bridge letter and why would a customer request 

them? 

A bridge letter is a document used to “bridge” the gap between the end of a prior 

reporting period and the issuance of the new SOC 2 report.  

The purpose of a bridge letter is to provide an understanding of the changes, if any, that 

have taken place between reporting periods and to ensure continuity of information for 

customers and prospects. 

You may obtain HubSpot’s bridge letter directly from the HubSpot Trust Center. Updated 

bridge letters are published on a quarterly cadence. 
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10. Can HubSpot provide other vendor’s SOC 2 reports? 

No. Due to our agreements with our service providers, HubSpot is unable to share their 

confidential compliance documentation on their behalf. HubSpot’s third party risk 

management controls are included in the scope of our SOC 2 report, and include initial and 

annual security reviews for vendors which process customer data. 

HIPAA  

HubSpot undergoes an annual HIPAA Type 1 assessment with an independent assessor to 

demonstrate our adherence to the HIPAA Security and Breach Notification Rules.  

The attestation applies to covered services for Protected Health Information (PHI) subject to 

the Health Insurance Portability and Accountability Act (HIPAA).  Please see our Sensitive 

Data Terms for the full list of permitted services and covered data: 

https://legal.hubspot.com/sensitive-data-terms. 

 

Other Regulations and Frameworks  

1. Does HubSpot have ISO 27001 certification? 

No. HubSpot and its products are not certified against ISO 27001 standards. However, our 

SOC 2 Type 2 provides assurance of the security, availability, and confidentiality of the 

HubSpot Platform. We encourage you to obtain and review a copy of our SOC 2 report 

from the HubSpot Trust Center.  

2. Is HubSpot PCI DSS compliant? Does HubSpot process credit 

card information? 

Yes, HubSpot is PCI DSS compliant because HubSpot does not directly process or store 

credit card information. 

Commerce Hub offers two payment processing options to customers: HubSpot payments 

and Stripe payment processing. Both of these options use infrastructure provided by Stripe, 

Inc., a leading provider of digital payments infrastructure. Stripe’s infrastructure is certified 
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to comply with the Payment Card Industry’s Data Security Standards (PCI-DSS) Level 1, the 

payment industry’s highest level of protection. As part of our payments offerings, HubSpot 

does not store, process, or collect credit card information submitted to us by customers. 

For HubSpot payments and Stripe payment processing, we qualify for completion of a 

SAQ-A which we submit to our payment processor. The SAQ-A report for each payment 

product is available on the HubSpot Trust Center. 

Customers who have a Stripe account may obtain Stripe’s compliance documentation, 

including PCI AOC, SOC 1, and SOC 2 reports, from their Stripe portal. 

HubSpot is unable to provide Stripe’s SOC 1 or SOC 2 reports to customers or prospects 

who do not have a direct relationship with Stripe. Stripe's PCI compliance status can be 

found on the Visa PCI service provider registry.  

3. Is HubSpot SOX compliant? 

Yes. Public information about HubSpot’s SOX compliance is available as part of our SEC 

filings. Our SEC filings and financial reports are publicly available on our Investor Relations 

page. 

4. Is HubSpot FedRamp compliant? 

No. HubSpot is not a FedRAMP authorized provider. However, has obtained SOC 2 Type 2 

certification. We invite customers to obtain a copy of our SOC 2 Type 2 and SOC 3 reports 

by downloading it from the HubSpot Trust Center.  

5. Is HubSpot ITAR compliant? 

HubSpot is not ITAR compliant and has never been formally or informally assessed against 

NIST 800-171. However, we do incorporate NIST recommendations into our security 

program and controls.  
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Useful Resources 

HubSpot Trust Center Documents 
 

Security & Compliance Overview ​  Details the Security Controls that we use 
to safeguard our customers' and users' 
data. 

Network Diagram HubSpot maintains detailed information 
and diagrams about its network 
architecture. 
 
A high level Customer Network Diagram 
is available for customers and prospects. 

Penetration Test Reports HubSpot engages with 
industry-recognized, third-party 
penetration testing vendors to perform 
penetration tests against HubSpot’s 
corporate infrastructure and web 
applications at least once per year. 
 
Our latest Corporate and Application 
Penetration Test Summaries are available 
for download. 

SOC 2 Report Type 2​  
 

HubSpot is audited annually as part of 
SOC 2 compliance to attest to our 
controls in the domains of security, 
availability, and confidentiality. 
 
Our SOC 2 Report is available for 
request. 

SOC 3 Report The SOC 3 is a general-use report that 
attests to HubSpot's completion of our 
SOC 2, and our commitment to the 
security, availability, and confidentiality of 
customer data.  

SOC 2 Report Bridge Letter A bridge letter is a document that 
informs users of our SOC 2 report of 
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changes, if any, regarding HubSpot’s 
services and the related controls, for the 
period of time that has elapsed since the 
end of the review period. 

Transfer Impact Assessment (TIA)​  Our Transfer Impact Assessment contains 
more in depth information to support 
customers conducting a risk assessment 
of transferring data outside of the EU.  

Certificate of Liability Our Certificate of Insurance outlines our 
coverage. 

Data Processing Agreement ​  Our Data Processing Agreement sets out 
how we process Personal Data on your 
behalf in connection with the 
Subscription Services provided to you 
under our agreement with you and how 
we process Controller Personal Data 
when you use certain enrichment 
products and our Hubspot tracking code. 
 
We've also made a signed version 
available for public download. 

Data Privacy FAQ The Data Privacy FAQ further provides 
information to address common 
questions regarding our Data Processing 
Agreement (DPA) and is available. 

CAIQ We have a pre-completed CAIQ  
questionnaire available for download. 

SIG Lite We have a pre-completed SIG Lite 
questionnaire available for download. 

 

Legal Documents 
 

HubSpot Data Processing Agreement https://legal.hubspot.com/dpa    

HubSpot Regional Hosting Policy https://legal.hubspot.com/hubspot-regio
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nal-data-hosting-policy  

HubSpot Privacy Policy https://legal.hubspot.com/privacy-policy   

HubSpot Customer Terms of Service  https://legal.hubspot.com/terms-of-servic
e  

Product Specific Terms https://legal.hubspot.com/product-specifi
c-terms  

HubSpot Cookie Policy https://legal.hubspot.com/cookie-policy  

 

Relevant Knowledge Base Articles 
 

Knowledge Base: Data Privacy Resources https://knowledge.hubspot.com/privacy-
and-consent/gdpr-resources 

Knowledge Base: Cookies Set in a 
Visitor’s Browser 

https://knowledge.hubspot.com/privacy-
and-consent/what-cookies-does-hubspot-
set-in-a-visitor-s-browser  

Knowledge Base: Cookies Set on 
HubSpot’s Websites 

https://knowledge.hubspot.com/privacy-
and-consent/hubspot-cookie-security-and
-privacy  

Knowledge Base:  Customize Your Cookie 
Tracking Settings 

https://knowledge.hubspot.com/privacy-
and-consent/customize-your-cookie-tracki
ng-settings-and-consent-banner  

Knowledge Base: HubSpot Cloud 
Infrastructure and Data Hosting FAQs 

https://knowledge.hubspot.com/account/
hubspot-cloud-infrastructure-and-data-ho
sting-frequently-asked-questions  

Knowledge Base: Perform a Permanent 
Delete in HubSpot 
 
 

https://knowledge.hubspot.com/privacy-
and-consent/how-do-i-perform-a-gdpr-de
lete-in-hubspot  

Knowledge Base: Resources to Export 
Customer Data 
 
 
 

Export Your Content Data: 
https://knowledge.hubspot.com/account/
export-your-content-and-data   
 
Export Contacts, Companies, Deals, or 
Tickets: 
https://knowledge.hubspot.com/crm-setu
p/export-contacts-companies-deals-or-tic
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kets   
 
Export Your Ads Campaign Data: 
https://knowledge.hubspot.com/ads/exp
ort-your-ads-campaign-data  
 
Export Your Overall Email Performance 
Data: 
https://knowledge.hubspot.com/email/ho
w-do-i-export-my-overall-email-performa
nce-data    

 
 

Other Resources 
 

HubSpot Investor Relations https://ir.hubspot.com  

HubSpot GDPR Guidance https://www.hubspot.com/data-privacy/g
dpr  

HubSpot Security, Privacy and Control https://legal.hubspot.com/security  

HubSpot’s EU Data Center FAQs https://www.hubspot.com/eu-data-centre  

Hubspot’s GDPR Product Readiness https://www.hubspot.com/data-privacy/g
dpr/product-readiness  

HubSpot Data Disclosure Policy and 
Transparent Report 

https://legal.hubspot.com/en/data-disclo
sure-policy-and-transparency-report  

Subscribe to Subprocessor Updates https://legal.hubspot.com/subscribe-sub
processor-updates  
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Cyber Security Coverage 
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At-Bay Cyber Incident Roadmap

Notify claim to claims@at-bay.com

If you’re experiencing a ransomware attack or other  
system interruption that requires immediate attention,  
call the At-Bay breach coach: 650.850.5408

At-Bay Claims will reach out to the insured and determine which, 
if any, partners are needed

At-Bay Claims (and the breach coach in the event of a ransomware 
attack or other system interruption) assembles a response team and 
initiates response to the incident

At-Bay Claims provides an aligned incident response team to 
handle all aspects of the incident from the beginning to the end 
of the claim

This document is intended for information purposes only and does not modify or invalidate any of the provisions, exclusions, terms or conditions of the policy 
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