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This Data Security Agreament (the "Agrsemant’) is made as of £.5 3% (ihe "Effective Date”),
by and betwoeen The School Board of Hernande County, 2 Flosida School Board, with a principla place of
l}umnws gt 919 N. Bivad Streel. Brooksville, FL A0 {hareinafier refarad tn as YHCSD™, amd

Ay Com) ‘«3’ with a2 orinciple placs of  business @l
. (hedinefies rofered 10 85 "Vandor™.

131955} |
Recitals

WHEREAS, HCSD wishes 1o further safequarn Profested Information hom uolawlul acoess and
use

WHEREAS, Vendor gy receive of hive access 1o HOSD Protsated information in tha sourse of
prsibumance of Other Agrocmonts that the Paies have entersd into, &r may enier info;

WHEREAS, the Padies both wish fo further refne thair dala protecion measures o conform with
aew and fulure regulstions designed to stdress e prolaction of pesonal infommaton, and

WHEREAS, Prior to, and in considerstion of. Vendor's raseipl of, or access 1. HCSD Protestad
Information, Vendor is willing 1© protect HCBD Protactad information as set fosth béle.

NOW, THEREFORE, for good and sufficient consideration, the Panties agres a3 follws:
Agraament

1. Definitions. For purpeses of this Agreement, the following terms shadl have the mesnings set fodh
welow, Other lerms arg delined io conled,

1.4, Braach of Security. The 1eem “Bradch of Security” has the meaning set oul hassin ami in
appivable lew, and a5 e same may be smended Koo Bae-to-tine.

4.2,  HCSD Protected Information. The tern "HESD Protecisd Information” has the meaging
setout in Secticn 2.1 (Provision of HCSD Protected infommationt.

1.3.  Confidential lnformationn. The farm “Confidentisl information” means confidental or olhey
prapeetary information disclosed by HCSD to Vordesd, whether orally, visually or In writing,
befom or after the Effeclive Date, and whellwr o nol madad or otherwise designated as
sonfidontial or propetary, including, wilbout limiation. specifications. trade secrals, finaneis
infornation, business plans, producl plans, supphier fists, aoplizant and prospeciive apptican
fisls, admissions dala and fnaacial information. Al re;zmtw analyses, compdsficns, dala,
fc;s’s:ea;tﬁ_ sludics and olher materials which contain or otheraise mflec ur arg ganeraled o
desived from such information are aiso included in the definiien of Cs;mﬁrismtiax Information,
Condighential information incudes information and documents in gaper or slenttonic furn
which may not be reloased o thind partes under faw. Mowwithstanding the foregaing, the tarm
Confideatial Information does nob include informaticn which: ) Is or becomes public
knowledge withoul any action By, or mwolvement of, Yendor, (i} is disclosed by Vendor wilh
the prior written approval of HCSG:; (i} s indepentently developed by Vendor vrlhinul wse ol
HCBD's Confidential information, provided that Vendor subsiastisles Sueh ndepongent
development with centemperaneous documents; or {Iv) is ittentiunaily disclosed by MOS80 to
2 thing panty without restrigtion on disslesure, This informstion and ncludes, bul & ned Yeiled
to aducstion rgeords as thatl ean s doticed in, Flonda Siotlutes § 1002 221, 20 US.C §
1232000, and 84 CF R, Part 39,



https://wlmtn<.rr
https://bci!r.Jw
https://Pt'Olattll'.Hl
https://dii.icio.St
https://a<k.1�.ss
https://rol(?CT.ed

1.4.

1.5.

1.8,

1.7,

1.8,

1.9,

1.40.

111,

Effective Date. The lerm "Effective Date” has the maaning set oul in the introduction to the
Recials.

FERPA. The lerm "FERPA" means the Family Educational Righls and Privacy Act set forth
at 20 U.8.C. § 1232g and the requistions promukyated thersunder at 34 CFR § 98.3, and as
he same may be amended from time-to-time.

Other Agreements. The ieimn “Other Agreements” means any agreament onfered inio
belyaen lhe Paities besides this Agreement,

Party of Parties. The terrn "Party” or "Parties"” means: () HCSD, (i) Vendar; or (i) HCSD
and Vendor, as the context pemnits.

Personal Information. The lemm "Personal lnformation” has the meanlng set out w
applicable siatutes laws and includes, bul is not tmited to education reconds as that term is
defined in Florida Stalutes §1002.221, 20 U.S.C. §1232(g), and 34 C.F.R. Part 88.

Personaily Identifiable Information. The lerm “"Parsonally identifiable Information”
means () Information that could reasonably be usad to ideatify you, including your name,
home address, email address, birth date, credit card information, efephone number, or any
combination of this information or similas information that could be used to personally identify
you, and (i) any other personally identifiable information from paper and electronic student
egucation records as that term is used in FERPA, and as the same may be amended from
time-10-time.

HCSD Protected Information. The temn "HCSD Protected Information” means,
coliectively: (I Parsonat Inforrnation, (i) Confidential Informafion; and, (i) Personally
dentifiable informatian.

Services. The term "Services” means any goads or services that a Panty provides o the
other Party pursuant to Other Agreements.

HCSD Protected Information; Provision and Use.

21,

2.2.

Provision of HCSD Protected Information. Throughout the course of performance of &
Party's abligations under Other Agreements, Vendor may receive, or obtain agcess to, HCSD
Profected Information from or on the behalf of HCSD. its students and other persons or
endities. for the use o benefd of HCSD (collectivaely, the "HCSD Protected Information").
Vendor hereby acknowledges and agrees that it shall only accept receipt of, or access to,
HCSD Protercted Information as is necessary for Vendor's performance of its duties and
responsibilities pursuant to Other Agreements,

Vendor Use of HCSD Protected Information; Non-Disclosure. Vendor hereby
acknowledges and agrees 10 hold HCSD Protected Information in strict confidence, and shall
not use or disclose HCSD Protected information excegd: (i) as is necessary for Vendor 1o
fuifiil its obligations to HCSD under applicatie Other Agrecments, (if) as requited by taw; or
(i) as otherwise authorized in writing by HCSD (coliectively, the "Permitted Uses™). Vendor
agrees not to use HCSD Protected intormation for any purpose oiher than the Permited
Uses. Notwithstanding anything to the contrary, in no event shall Vender use or olhenwise
disclose HCSD Protecied Information in a8 manner that confiicts with HCSD's interests.
Vendor shall be entitled 1o disciose HCSD Protected information on a need-to-know basis to
its employees and sub-Vendors provided such employees and sub-Vendors am bound by
non-disclosura obligations no less psotective than those set out in this Agreement. Vendor
shall nol copy, ranscribe or record any HCSO Pratectad Information without HCSD's -priot
wrillen consent, ar as is absolutely necessary to perform the Services,
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24.

2.5,

2.6.

Disclosure of HCSD Protected Information. In the event Vendor i required 10 dsclose
HCSD Prolected informalion by law either durlng or afier the Temm, Vendor shall promptly
notify HCSD in order to provide HCSD an opportunity 10 seek 3 protective order or other
refief. f. HCSD does not elect to seek, or is unahie fo obiain, a protective order or other
refief, Vendor may disclose the required HCSD Protectad Information wihoul liabilley
hereunder, provided, however, that Vendor first gives HCSD writtan notice of the spegitic
HCSD Protected Information to be disclosed as far in advance of s disclosure as is
practicable, and shall use reasonable efforts to oblain assurancas that e entily recciving
HCSD Protected Information uses at feast the same degrew of care in sateguarding the
disclosed HCSD Protected Information as Vendor is obligated o use pursuant to this
Agreemant.

Standard of Care. Vendor hereby rapresents thal it has implemenied appropniate measures
to protect against the unauthorized release of HCED Fratacled tormalion and agrees that it
shalil protect all HCSD Protected tnformation i receives according to commaercially acceptable
standards, but in no event, less rigorously than it protects its vwn Protacted informalion, and
not less than reasonable care and diligence.

Ownership of HCSD Protected Information. Vendor acknowledge and agrees ihat, as
between the Parties, HCSD Protected Information is the sole and exulusive prapery of
HCSD.

No Data Mining; No Marketing. Vendor is prohibited from mining Data for any purpases
other than lhose agreed lo by Ihe paties. Data mining of scanning of user content for the
purpose of advedtising or marketing to students or their parents is prohibited. Verdor will not
ctherwise use any Data to advertise or market to students or their parants. Dsata may not be
used for any purpose other than the spesific purpose(s) outiined in this Agreement.

Breach.

3.4

32

Notification of Breach, In addition to Vendor's responsibililies under the law, Vendor shall
immediately upon discovery repont 1o HCSD in writing () any Breach of Security involving
HCSD Protected information, or (i} any use or disclasure of HCSD Protecled Information
othar than the Permitted Uses (each, s "Repord”). Vardor shall lully cooperate with HCSD
willh raspesct therete, Each Reporl shall include, 8t @ minimum: () the nature of the
unauthorized use or disclosure, (i) the HCSD Prolacied Infermation used or disclosed, (i)
who made the unguthorized use and recsivad the unauthorizeg disclosure, (V) what Vendor
has done or shall do to mitigate any deleterious effect of tha unauthadzed use ot disclosure,
(v) what corrective action Vendor has taken or shall take 1o proven future similar
unauthorized use or disclosure; and, (W) any ofhar information, including a wrillen report, a8
reasonably requesiad by HCSD.

Incident Response Plan.  Vendor shalt have z wrtten incident rasponse plan, to include
prompt notification to HCSD in the event of a security or privacy incident, as well a5 best
peactices for responding ta a weach of HCED Protected Information and Data. Provider
agrees to share its incident response plan upon requast. Upon the occurenca of any adlual
ar suspected unauthorized use or disclosure of HCSD Profected Infonmnation and Data.
Vendor shall take reasonable steps to minimize or mitigate the risk of hasmiui or patentially
harmful effects resulting from said actual or suspecied unauthorized use or disclosure.

HCSD Disclaimer of Warranties. HCSD MAKES NO REPRESENTATIONS OR WARRANTIES
REGARDING HCSD PROTECTED INFORMATION (AND EXPRESSLY DISCLAIMS ANY AND ALL
SUCH WARRANTIES), WHETHER EXPRESS, IMPLIED, STATUTORY, OR QTHERWISE.
INCLUDING, WITHOUT LIMITATION, WARRANTIES OF MERCHANTABILITY, FITNESS FCR A
PARTICULAR PURPOSE. AND NON-INFRINGEMENT.

3
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§. Vendor Indemnification. Vendor shall indemnify, defend and hold HCSD hammless from and against

all claims. actions, suite and proceedings resufting from Vendor's breach of any of its obligations
under this Agreement including, but not limited to {i) (3) the cost of notification of affected persons, (b}
third party credit monitadng services, (c) establishing and maintaining a call center in the even{ of a
Data Security Breach; and (d) costs of an investigation (including computer forensic work) 10 assess
and/or mitigate the effects of a Data Securdty Breach, ang () HCSD's costs and reasonabie
attomeys' fees which arse as a resull of Vendor's breach ot any of its obdigations under this
Agreement, or other failure to safeguard HCSD Protecied Information as provided in this Agreement.
Vendor shall indemnify HCSD for sil losses, damages, liabilitias, judgmenis, penallies, fines and
expenses incurred by HCSD i any such claim, adion, suit or proceeding.  Any limitations of liability
contained in any Other Agreements shatl not be applicable 1o Vendor's stigations pursuant to this
Section 5 (Vendor ingemnification).

Limitations on Liability; Consequential Damages Waiver. EXCEPT FOR A CLAIM FOR
INDEMNIFICATION MADE PURSUANT TO SECTION & (Vendor indemuification), IN NO EVENT
SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY FOR ANY INDIRECT, SPECIAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND OR NATURE WHATSOEVER, INCLUDING
WITHOUT LIMITATION, LOSS OF PROFITS OR OTHER ECONOMIC LOSS, EVEN IF SUCH
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cumpliance with Laws.

7.1.  General Compilance. Vendor acknowigdges and agrees 10 comply at is own expense vath
all applicable faws, rules and reguiations of govemmental bodies and agencies thal relate
the subject matter of this Agreement. Such laws include, but are not limiled to, the following:

7.1.4. Compliance with the HIPPA, Vendor hereby acknowledge and agrees that, before the
Effentive Date, it shall implement, maintain, and use appropriate administrative, lechnical,
and physical security measures 10 preserve the confidentiafly, integrity. and availability of all
electronicaily and physically stored (including, but not limited 10, all paper copies) maintained
or fransmitted Personal information that is in full compiiance and otherwise consisient with
the provisions of HIPPA. Pror 1o Vendors receipt of Personal Information, Vender shalf
provide o HCSD a written cedification that # has a written, comprehensive information

1 Security program, and that Vendor shall snsure that any sub-Verdors it engages that
fecives, or i given access o, Personal Information by Vender Is in cumpllance with the
requirements set out in this Section 7.1.1,

7.1.2. Compilance wikh FERPA. Vendor hereby acknowledge and agrees 1o comply with ihe
limitations on the use and re-disclosure of Personalfy Identifiable Information from education
records as set forth in 34 CFR § 99.00 el seq. Vendor further acknowledge and agrees that it
shall maintain the confidentiality, and shall not re-disclose. Personally (dentifiable Information
from education records except as authorized by the HCSD in writing.

7.2.  Ordar of Pracadenca for Compliznce with Laws. The Padies acknowledge and agreo that
Vendor's obligations pursuant o this Agreement may be more onerous lhan those inn an
applicable law, rule or reguiation. In the evert that a pariicular law, rule or reguiation is more
protective of HCSD Protected Information {han thase obkigalions sel out in (his Agreemen,
Vendor shal comply with such law, rule or regulation {in addition to compiying with is
obligations under this Agreement. In lhe event thal Vendor's obligations under ihis
Agreement are more protective of HCSD Protected Information than those obligations set out
in an applicable law, rute or reguiation, than Vendor shall comply with its obligations under
this Agreement (in addition 10 complying with the applicable law, rule or reguiation).
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8. Term and Temination.

8.1.

8.2,
8.2.1.

8.2.2,

8.23.

8.2.4.

Tarm. This Agreement shall como inte force and effect on the Effective Date and shafl
continue until terminaled pursuand to Saection 8.2 {Termination) (the “"Term").

Temvination.

Termination for Convenience. HCSD may teminate this Agraement al any lime and for
any (eason upon giving Veador written notica of such teanination,

Termination for Cause. In the event that HCSD reasonably determines that Vendor has
breached any of its obligation under this Agreement, HCSD may: (i) immediately lerminate
this Agreement for cause, (i) provide Vendor with a notice of breach and, thareafter, pravide
the Vendor a five (5) day period to cure such breach; or (i) require Vendor 10 submit 10 a
plan to better monitor and protect HCSD Protected Information, and to notify HCSD of any
treach.

Insolvency. I the event a Patly makes an assignment for the tanefit of creditors, or has a
petition in bankruptcy filed for or against it that is not dismissed within sixty (80} days, the
other Pary shall have the right to terminale this Agraement irunediately upon providing
written natice of such termination.

Termination Without Prejudice to Other Rights and Remedies. Termination of this
Agreement shali he without prejudice 10 HCSD's other rights and remedies pursuant to this
Agreement,

9. Effect of Termination.

9.1.

9.2,

9.3,

Return of HCSO Protected Information. Upon fermination or expiration of this Agrearnent
for any reason. all written, electronic or other forms of media in which HCED Protected
Information is embodied along with all copies and extracts thereof, shall forthwith be
delivered to HCSD. and all memoranda, notes, reports, designs, plans, schedules, lists and
other writings prepared by Vendor based on HCSD Protecied Information shall edher be
immediately delivered to HCSD or destroyed, as HCSD requests. Vendor shall promptly
cartify o HCSD in writing that & has complied with the requirements of this Section 9.1
(Refurtt of HCSD Protected Inforrnation).  Vendor acknawledges and agrees to comply with
its obligations pursuant 10 this Section 8.1 (Return of HCSD Protected Information) within
thirty (30) days of termination or expiration of this Agreement for any reason, or within such
other time as the Paries mutually agree upon.

Existing Obligations. The termination of this Agreement for any reason shall not relieve
either Pady of any obligations to ihe ofhar Parly that arose prior (o the temiination.

Survival, The following Seclions shall survive any (rmination or expiration of this
Agreamarnt:

Section 2.3  (Disclosure of HCSD Protected Information)

Section 2.5 (Ownership of HCSD Protected information)

Sectian & {Indemnification)

Secfion 8  {Limitations on Liabilily; Consequential Damegas Waiver)
Saction 9 (Effect of Termination)

Section 10 (General)

10. Genaral.




10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.7.

10.8.

Independent Vendors. The Padies to this Agreement are mdependent Vendors, and no

-agency, padnership, joint venture or amployer-employee refationship is intended or cresied

by lhis Agreement. Neither Party shall have the power to obiigate or Lind the other Pary.
Personned supplied by a Parly shall work exclusively for that Party and shall not, for any
putpose. be considered employees or agents of the other Party.

indapendence of Agreement. This Agreoment is separate from and independent of all
other agreements between the Parties.

Governing Law; Venue. This Agreement shail be governed by and construed in accordance
with the laws of the stale of Florida, without regard to its conflicts of law principles. The
Parties agree that Stale and Federal Courts in the judicial disinicts in which HCSD's princieal
place of business i localed shall have junsdiction over disputes under this Agreement (lo the
exclusion of alt other forums). The Parties hereby conseni o parsonal jurisdiction and venue
in such couns.

Successors and Assigns. This Agreement shall be binding upan and shall inure 10 the
henafit of {he Paitica hereto and their respeqlive successors snd pemmitted assigns. Nedher
Parly shail, wilhout the prior written consent of the athor Pary {(which consent shait not be
unreasonaldy withheid) agsign or transfer this Agreament, and any attempt to do so shail be
void and of no force and effect, axcept that a Paty herelo may, without the other Party's
consant, assign this Agreement 10 a parent. subsidiary, or purchaser of substanfially al the
assets or slack, of lo a third party with whom such Paety is directly or indirectly memged or
consolidated. In the case of any permitted assignment sei forth above, the assigning Party
will provide reasonabie advance notice of the assignment te ihe olher Party,

Force Majeure. Neither Party shali be liable lor any delay in performing #s abigations under
this Agreement. if such deiay is caused by circumstances beyond the Pary's reasonable
control. including without limitation, any acls of Gad, war, terrorism, floods, windstorm. labor
disputes. changes in laws or ragulations, or delay of essential materiais or services, The
Party not affected by the forca majeure shall have the dght to terminate this Agreement
without penalty Iif the Parly affected by the force majeure event is unabie lo resume fulf
performance within {hirty (30) days of occurrence of the event.

Severability; Waiver. If any provision of lhis Agreement is hekd fo be invald or
unenforceable for any reason, the remaining provisions will continue in full force without
being lmpaired cr invalidated m any way. The Parlies agree to replece any invalid provision
with & valid provision which most ciosely approximates the intent and economic effect of tha
mvalkl provision. The waiver by either Party of a bveach of any provision of this Agreement
wilf not operate or be interpreted as a waivar of any other of subseguent breach.

Headings, Hceadings used in this Agreement am for reference purposes only and in /0 way
define, limi, construe or describe the scope or extent of such section or in any way affect this
Agreement.

Notice. In any casa where any notice or other communication iy required or permitted to be
given hereunder, such notice or communication shall be given in writing by personal delivery,
registered mad, confirmed facsimie, or nationally recognized courier service, addressed (o
the respedtive Pady at the addresses listed below (or such ather address as subsequently
netified in writing to the ather Party). All such notices ar ather communications shalf be
deemed {0 have toen ghven and received: (1) upon receipt, it personally delivered or sent by
ragistered mail, (i) when delivery is confirmed, if sent by courier service; and (i) on the
transimission dale for facsimile communications, if such transmission is eror-free and such
communication Is confinmed by a copy send first cass mail,
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10,8, Additional Obligations. The Pam&s ackowledne and sgive thal Vendor's obligations
under this Agreement are in addition 1o any olher obligations which Vendor has o HOSD a5 &
result of Other Agreemunds o olhor inslraments,

10.10. Order of Precadence. The Padies agree that if a confist anses bofween this Agrasmuent
and any Other Agreemant, then the terra o provision of this Agreameni aliall cantrol.

1841, Counterparts. This Agresment may be executad i one .or mofe coumarparts, delivged
electionically, each of which shall be desmed an oeginal and all of which shall be fakon
tegother and deemed o be ong instrument.

1012, Entire Agresment. This Agresmest sals forth the entive understanding and agreament of
e Parties and supersedes any and all orat or wrillen agreememnts or understandings
botwoen the Padies a5 1o the subiect matter of s Agroomcat. 1L Mgy be chianged onty by 3
wiiling signed by both Parties. Neither Parly i relying upon any wamanties, repessentations.
455UrB00ES of inducaments not expressly sat fordh hiscein,

W WITNESS WHERBOF, the Partles hereto have caused this Agreement 10 be exstutad by Wi
respective duly aulborized representatives as of the Effertive Data.

It‘%i&%ﬁ?& %"0 j%ﬁ hﬂ‘*f{é;f’

HCSD

Arproved e fe logm

1s

Cieneral Counsel, BOSL

=3






